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Abstract: 

 Electricity has become a very important aspect in our everyday life. With the 

increasing demand and consumption each year, the production costs of electricity increases and 

thus the energy cost increases as well, driving for an efficient use of electricity that would both 

decrease the demand without affecting the comfort of the users. One of the methods 

implemented to reach this goal is the concept of Smart Grids and Smart Homes. A research team 

from Al Akhawayn University has been working for 2 years on the implementation of a Smart 

Home Energy Management System (SHEMS) to be able to monitor and control the energy 

consumption by implementing scheduling algorithms and integration of renewable energies. 

Having covered the Hardware design and implementation of  said system last year as part of my 

Research Assistant work, this paper aims to finish the project by implementing a software that 

would be deployed on the existing system to extend its ability and flexibility. 

The SHEMS designed beforehand has a striking resemblance with the widely used Policy 

based Management architecture, which drove forward the idea of implementing Policy based 

Management in a SHEMS. This will serve as a proof of concept as Policy based Management 

hasn’t been previously used in the context of a SHEMS. 
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1. Introduction: 

1.1  The Moroccan Context: 

Morocco has seen an increase in the energy consumption, thus raising the issue of the 

dependence on fossil fuels, since morocco doesn’t have any oil resources and relies mostly on 

importations, these are unreliable and negatively affect the environment. The country has been 

seeking ways to reduce its reliance on fossil fuels, as seen by the recent opening of the solar 

energy Station Noor Ouarzazate 1.  

The government has also been investing in the energy distribution network, and the 

National Office of Electricity has been seeking the implementation of smart metering. These are 

the first steps towards the implementation of micro grids -and therefore smart grids- that will 

allow accurate management of energy consumption via monitoring and control, which can be 

achieved easily through the deployment of SHEMS. 

1.2  Previous Work: 

This project is the continuation of an ongoing Smart Home Energy Management System 

project that has started a couple of semesters ago, which was published last December in the 

paper: “Development of a Home Energy Management System in Smart Grids: A Laboratory 

Test-bed and a Mobile Application” [1]. The continuation of said project, which I took part in as 

a research assistant, aimed to improve an existing system by switching to a cheaper and more 

reliable hardware, all while integrating new parts and functions into the system. We were able to 

successfully implement a SHEMS based on a Web Application, Arduinos (Uno) and Xbee chips.  

  



Page | 6  

 

The system was designed into 3 parts. 

 A web Application: served as the main intelligence of the system by implementing 

scheduling algorithms and storing monitoring data 

 A Gateway: served as a hub between the multiple smart plugs and the web application 

though gathering data from the smart plugs via Xbee and forwarding it through Wi-Fi. It 

was also able to send control data from received through Wi-Fi to the concerned smart 

plug 

 Multiple smart plugs: were used to gather monitoring data from the devices via collecting 

various sensor values and periodically sending them to the gateway for storage. They also 

implemented a relay circuit that would serve as control, effectively able to turn the 

devices on and off. 

This architecture is shown in more details below: 
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1.3  Project Scope: 

The purpose of the current project is therefore, to improve the existing system by 

replacing the Web Application by a Policy Based Management system. Thereby introducing the 

flexibility, security and reliability of system policies into SHEMS. The system design will also 

change as the new system will have a distributed intelligence throughout. The new design will be 

of multiple Policy Enforcement Points (PEP), a Policy Decision Point (PDP), a Context 

Management Unit (CMU), and finally a Policy Repository. 

In order to do that, some slight changes in the hardware are required, having more 

processing power in the main node, thus allowing the system to work offline. 
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1.4  STEEPLE Analysis: 

In developing this project, I took into account different considerations known as 

STEEPLE: 

Societal: This application will definitely be a social help for all Citizens of the 

world, as one of the major problems our society faces now is the high demand in 

energy. With increasing use of energy everywhere in our daily life, having a secured 

and reliable system to manage our consumption efficiently is very crucial for 

maintaining this system as it gets closer to its limits. 

Technical: The System will come bundled with a policy generation tool that 

not only allows users to choose from already defined settings, but also to configure 

the system to match their own needs. 

Environmental: The main driving factor behind this system is the need for 

more efficient control over household energy consumption; therefore providing a 

means for homes to reduce their consumption, and thus reducing the impact of energy 

production on the environment. 

Ethical: This system will allow users to have higher control over their 

consumptions, all while having little hindrance on their comfort. As such, this system 

is one of the steps towards a green planet.  

Political & Legal: The Moroccan Government has already set laws to regulate 

Grid injection and motivate renewable energies. Thus this project falls in line with the 

current politics and laws.  

Economic: The system as a whole aims at reducing the energy consumption 

bill, and although the hardware comes at a cost, previous contributions to the project 
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have estimate a return of investment of a couple of years for the project. Meaning the 

project is economically viable on a quite short term (3-4 years). 

2. Literature Review: 

2.1  Smart Grids and Smart Homes Overview 

“A smart grid is a modern power grid that supports bidirectional communication between 

energy providers and consumers for fine-grained metering, control, and feedback”. [2] 

Thus the objective of a smart grid is to allow households with energy storage or 

generation to inject energy into the grid, ensuring an efficient and reliable energy distribution 

across the grid. Although the current Moroccan law doesn’t allow grid injection in a level 

achievable by households, we hope the threshold will be diminished in the future so that smart 

grids could be implemented. 

Smart Homes are the building blocks of a smart grid, they are basically energy 

management systems that implement some sort of energy optimization algorithm, and therefore 

should be designed to control and monitor appliances. Some of them may also include renewable 

energy input and energy storage, thus increasing the complexity of the algorithms required.  
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2.2  Smart Home Optimization Algorithms 

In this section, I will focus on analyzing two energy consumption algorithms that I have 

studied during the literature review phase of the project before deciding on which to implement. 

The first one is a peak load shaving algorithm by Costanzo et.al. [3], this algorithm 

consists is a scheduling algorithm where the only constraint is not to exceed a certain amount of 

power load, denoted by Maximum_Energy_Allowed . Peak load shaving algorithms are quite 

popular, especially in dynamically priced environments where the price is very high towards the 

consumption peak that occurs around 6 pm as everyone leaves work and heads home. By 

scheduling some possible tasks such as the Laundry machine and the dish washer outside this 

period, one can effectively cut his expenses down by a considerable margin. The algorithm is 

shown in the following page. 

At each time slot, the algorithm will only schedule, in order, tasks that were running and 

are non-preemptive, new tasks that the system can serve and whose priority is the highest, and 

finally tasks that the system can serve and that were running in the previous time slot. 

Were E(Task(k)) denotes the Energy needed by Task number k, and E_avail denotes the 

energy available, computed using the equation: 

Energy_Available =  Maximum_Energy_Allowed –  Energy_Consumed 

Priority is a measure of the importance of the task at hand, and is measured by the device 

itself and takes values between 0 and 1. Note that the algorithm only allows tasks that have the 

highest priority ( ==1 ) to run, this is because the algorithm is in extreme power saving mode, 

more information about the modes is discussed in the system implementation. 
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The second algorithm is one that implements game theory in a collaborative environment 

[4]. The ingenuity of this algorithm is the method by which they force the user to collaborate 

with the others, by having a certain shared variable that, if the user was to cheat it, it would only 

lead to him paying more. This algorithm was implemented at the level of multiple homes and 

thus was judged not applicable in the current design. But was kept in the design loop for further 

inspiration. 

2.3  Policy based Management System 

The paper on Policy Based Management by Mr. Mhammed Chraibi, Dr. Hamid Harroud 

and Abdelilah Maach provides a good overview as well as an implementation of Policy Based 

Management in a different field. [5] 

Policy based management is known to be mobile and flexible. Each user can easily tailor 

it to match his own needs. In this paper, the researchers were able to design a system, based on 

policies, that allows mobile users to define their own security concerns and deal with them 

however they want in whatever environment they are. 

I aim to draw from the flexibility of software policies in my project, as I want users to be 

able to set their own energy saving system, and tailor how much they which to save based on 

their preferences, all while allowing the system to be changed on the fly without the need for a 

programmer’s intervention. 

The policy based management system designed in the paper is very similar to the 

SHEMS project, where the system has a main intelligent focal point ( Gateway vs Policy 

Decision Point PDP), and many end points for monitoring and control ( SmartPlug vs Policy 

Enforcement Point); thus these two systems are very compatible. 
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3. System Design and Architecture 

3.1  System Hardware Requirements 

The SHEMS system we’ll be designing should allow for the following functions: 

 Monitor Energy Prices 

 Monitor Energy Consumption 

 Monitor Context Data ( Sensors) 

 Control Appliances 

Following these requirements, and the availability of the components, the system was 

designed as follows in the next section. 

3.2  System Hardware Design 

The SHEMS system will be an improved version of the SHEMS previously designed 

which was discussed in the “Previous Work” section. 
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In the new architecture, I will remove the web Server interface, using instead local 

storage for improved privacy, I will also replace the Gateway microcontroller (Arduino Uno + 

Xbee shield + Ethernet Shield) with a more powerful microcontroller (Raspberry Pi + Xbee 

chip): these changes will allow us to reduce the price of the gateway, all while increasing its 

performance and the number of tasks it could do. I will also add a subsystem within the smart 

plug that would allow us to request turning on the device. Therefore, the new system hardware 

architecture will be: 
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Old Gateway/Hub: 

The old system used a gateway at it central node because the processing power of the 

microcontrollers was limited, therefore needing to relay it to a more powerful web server. The 

new system has more powerful processor and should allow us to host our application locally. As 

such, “Hub” will be a more appropriate annotation for this node of the system. 

The Hub consists of a RaspberryPi connected to an Xbee S2 chip. The unavailability of 

the Xbee USB dongle forced us to use the GPIO pins of the RaspberryPi to implement a serial 

connection. As follows: 
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SmartPlugs: 

The hardware design for the smart plugs was left largely untouched, with only the 

addition of a three-way switch to allow the end user to directly issue requests from the smart 

plug. The new smart plugs will therefore look like the following sketch:  
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The figure shows a variety of sensors, with possible expansion to as many as needed, 

even though the Arduino Uno only has 5 Analog pins, further analog inputs can be exploited 

using analog multiplexing. 

The Added feature for this Smart Plug versus the old one is the three way request switch, 

this switch simple mechanical switch will be backed by some code to allow the user to 

effectively request the device to be on, I chose to use 2 switches in order to let the user chose 

between multiple states: the first switch would function as a bypass to allow the user to turn the 

device ON directly. The other switch would set the functioning mode of the Smartplug between 

Requesting Mode and Monitoring Mode. The smart plug in normal operation is in monitoring 

mode, sending regular messages containing sensor data. In Requesting Mode the device will 

keep requesting the central policy based management system for authorization, and would handle 

any incoming replies. More details on this process are discussed in the System Implementation 

Segment of this report. 
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3.3  Software Engineering 

Following the Hardware architecture designed in the previous section, the system will 

have the following requirements: 

3.3.1 User Requirements: 

The software should allow the user to choose between a set of “modes” with varying 

degrees of energy saving, as well as implementing a method for the user to design his own 

policies. 

The system should be context aware and flexible, all while protecting user data. 

3.3.2 Non-functional Requirements: 

From the Hardware design, the software should be able to run with an acceptable 

performance on a Raspberry Pi microcontroller. 

From the Policy Based Management Method, the software should be able to manage, 

enforce and create policies that should be compliant to the system as described in the paper [5] to 

be able to draw all of the features insured by such a system. 

3.2.4 Use Case Diagram 
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3.4  Software Design: 

After deciding on the requirements and features of the system, the following design was 

proposed. 

 System Software Design: 

The system will use a software similar in design to the one proposed in paper [5], 

The design in said paper is as follows: 

In my project, keeping track of user profiles is unnecessary, since the SHEMS is destined 

to be deployed in households. More changes will be discussed in the Implementation section. 
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3.5  Policy Design 

The use of Policy based Management provides a framework of rules to be followed in 

designing our policies. 

The peak load shaving algorithm proposed in the literature review was analyzed and 

separated into 2 main components, the first segment of the algorithm would reschedule all non-

preemptive tasks, whereas the second part schedules preemptive tasks that can be served and 

have maximum priority or can be served and were running in the previous cycle, following the 

rules cited in [5] resulted in the following policies: 
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Policy 12 deals with the first segment of the algorithm, rescheduling every non-

preemptive task, whereas policy 13 and policy 14 deal with the second segment of the algorithm, 

using their priorities to schedule first devices that have a high priority, and then devices that were 

previously running. 

All of the tags used where introduced and explained in [5]. 

The conditions that mention energy_available serve to enforce a dynamic energy 

threshold, and is determined by the equation discussed in the literature review: 

Energy_Available =  Maximum_Energy_Allowed –  Energy_Consumed 

Where the Maximum energy allowed is a determined by analysis of energy consumption 

and is the basis of peak load shaving algorithms. Energy consumed is determined from the set of 

tasks running at the time. And the priority is embedded within the request itself. 

  



Page | 22  

 

3.6  Requests Design 

The requests were designed in similar way to the policies, using the tag “specifications” 

to transfer context information to the Policy Decision Point. 

 

The priority tag is a measure of how important the current task is, and is computed by the 

smart component of the device based on context information (sensor data and time constraints). 

Having the priority determined this way ensures our system is context aware, making it more 

flexible and ensuring one of our system requirements 

  



Page | 23  

 

3.7  Implementation Environments 

On the RaspberryPi: 

Following our system requirements, I decided to implement the main logic of the system 

in Python 3.5 for the following reasons: 

The system has to be deployed on a RaspberryPi microcontroller, such a microcontroller 

has a limited processing power and cannot run Java applications smoothly, because Java apps 

require running a virtual machine and this puts a strain on the limited memory and processing 

power of the system.  

The nature of Policy Based Systems also require the use of XML files to store and 

manage policies, thus the programming language used should provide decent tools for parsing 

and managing XML files. 

I also need to provide the user with a graphical user interface, from all of these technical 

concerns, I found that Python is a decent tool that gives access to useful tools for XML 

management ( Element Tree library) as well as Graphical tools. Finally, by being partially 

interpreted and partially compiled, Python runs at a decent speed on a low-end RaspberryPi 

microcontroller. 

 On the Arduino Uno: 

The Arduino Uno, which we use as basis for our smart plugs, are programmed using an 

IDE provided for free on the official Arduino website. It provides a text editor, a boot loader, and 

a serial console for testing. It uses a modified version of C/C++ languages and libraries specific 

to Arduino. It is by far the easiest way to program the Arduino boards. 
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As such, the IDEs we’ll be using are: 

 Python IDLE: for the main logic of the code. 

 Notepad++: for editing XML files. 

 Arduino IDE: to update the smart plugs to fit into the current system. 

4. System implementation 

4.1  Policy Decision Point: 

The Policy decision point was implemented to load the policies from the file and order 

them by priority. This step ensures no conflicts would happen since the system would only pick 

the first applicable Policy, therefore reducing the processing load once the system starts deciding 

on policies. 

The next step that would be done by the Policy Decision Point is to load the requests 

from the file and ordering them by priority as well, then it processes each request, taking the first 

policy that matches the request’s target and action, and comparing its conditions with the 

specifications of the request, if the result is true, the system marks the request as valid. 

Then the system starts scheduling valid requests, following the peak load shaving 

algorithm described in the paper [3], and enforced by policies 12 to 14. 

The system is separated into validating and scheduling, because since all devices would 

follow the same scheduling policies. After checking the validity of a request with regards to 

specific rules concerning the device itself, the system will then use the more general scheduling 

policies to decide upon it. 
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This algorithm is summarized in the following flowchart:  
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The “Mode” will be chosen from a set of predetermined ( or customized) values by the 

user, and would mainly focus on a couple of thresholds necessary  to meet the conditions.  

The preprogrammed modes will include:  

 Low Energy Saving: the requirement for available energy is lessened by having a 

set value added to the real available energy, thus allowing more devices to be scheduled even if 

we’ll pay more. 

 Medium Energy Saving: The required priority for running the devices is lessened 

to 0.8 rather than 1. This will allow more devices to be scheduled, but still reduce the total cost 

by keeping the available energy threshold the same 

 High Energy Saving: All no requirement is modified, devices will only run if 

Priority is 1 and the energy is available.  

4.2  Policy Enforcement Point: 

The policy enforcement points were designed using Arduino Uno’s with an Ethernet 

shield, an Xbee chip, Sensing circuits and a relay circuit. As was shown in the Hardware Design 

segment of this report. 

Due to the nature of Arduino code, and since these smart plugs will be powered by 9V 

batteries, I have added the option for the Policy based Management System to embed a “sleep 

off” value within its negative replies, thus allowing to save energy and increase battery lifetime 

by putting low priority devices into sleep mode. 

While the smart plug is Monitoring Mode, nothing interesting is happening, as the smart 

plug simply sends messages containing sensor data to the hub. But once the switch is turned, the 

smart plug enters Requesting mode and will keep sending requests regularly to the hub, waiting 
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for a reply each time, until it gets a positive reply. Once a positive reply is received the smart 

plug turns on the device and goes into monitoring mode again. 

As such, the algorithm can be summarized in the following flowchart: 
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4.3 Sequence Diagram: 

The sequence diagram for request handling in Policy Based Management systems is as 

follows: 

In our deployment case, the request sub module of the Smart Plug acts as Policy 

Enforcement Point, while the Control sub module (Transistor/Relay circuit) is the Target. 

The conflict manager was implemented implicitly using priority policies since we 

wouldn’t have more than one policy applicable per request, except the excluding the scheduling 

policies, that are handled separately. 
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5. Future Work: 

The policy based SHEMS can still be improved in several ways, I will be exploring some 

of these in this section: 

The first major improvement that could be done is the implementation of a webserver and 

a web application on the RaspberryPi, which will allow the users to be able to configure their 

policies from a much farther distance, either within the home (through a local area network) or 

outside (through the internet). 

Secondly, the current system uses serial communication between all the nodes in the 

system due to the hardships faced when configuring the individual Xbee chips. As such, the 

current system functions by broadcasting the message to all nodes, and letting them decide on 

whether the message is directed to them or not. Though this is enough for a proof of concept, an 

actual implementation and deployment of this system will require removing such vulnerabilities. 

Lastly, the introduction of a policy creation aid within the system will improve its 

adaptability by a large margin. This feature was intended from the beginning but was dropped 

due to time constraints.  
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Conclusion: 

The biggest challenge towards the implementation of smart homes and smart grids is the 

need for a management system that would be aware of price fluctuations and would act 

accordingly. Through our past research, we were able to design and implement a system that 

could provide us with the monitoring and control needed to achieve these goals. My goal in this 

project was to improve the system by introducing some new elements such as more privacy and 

security, as well as having it more adaptable so that the user can tailor it to its needs. 

To realize those objectives, I aimed at introducing policy based management into the 

smart home, hopefully making a new standard for smart home energy management systems. 

As a result, the new system not only allows for monitoring and control of the smart 

devices, but is more secure and more private, as well as actually implementing a scheduling 

algorithm, a simple algorithm but enough to prove the feasibility of the system. 

As indicated in the future work section, other than overcoming the technical difficulties 

faced, the next major step is to implement a webserver at the level of the RaspberryPi, which 

should allow control and monitoring of the smart plugs through mobile application or web 

applications, accessed either through the local network or through the internet.  
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