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Abstract in English:  
 

This final report is for a capstone project that has as an aim to analyze the Al Akhawayn 

University Virtual Desktop based infrastructure performance by focusing on various KPIs 

defined through certain benchmarks represented in customized dashboards leading to take 

actions. The purpose behind running those performance tests is to replicate a user activity while 

using their virtual desktops in the infrastructure. The tests include several benchmarks that are 

most crucial in every VDI infrastructure while maintaining the privacy of AUI’s data center . 

The main KPIs include capacity planning, logon performance and availability, Application 

performance monitoring, along with other KPIs to be specified in benchmarking and literature 

review. I used 3 pieces of software which are: ControlUp for real time monitoring of the 

infratructure, LiveOptics for a comprehensive report about the AUI data center and Login VSI 

mainly for simulations.  In the report I will cover a Methodology part where I will present the 

specific benchmarks that I did, an analysis of results section where I will  go through the findings 

of the the different benchmarks that I run, a solutions presented section where I will cover a 

multiset of ways to improve the current infrastructure and finally I will simulate different 

solutions and compare these results with the ones I got earlier in the  analysis part in order to 

take real actions  afterwards. 
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Abstract in French:  
 

Ce rapport final concerne un projet de synthèse qui a pour objectif d'analyser les performances de 

l'infrastructure basée sur le bureau virtuel de l'Université AlAkhawayn en se concentrant sur divers 

KPI définis à travers certains repères représentés dans des tableaux de bord personnalisés 

conduisant à prendre des mesures. L'objectif derrière l'exécution de ces tests de performances est de 

répliquer une activité utilisateur tout en utilisant leurs bureaux virtuels dans l'infrastructure. Les 

tests incluent plusieurs points de repère qui sont les plus cruciaux dans chaque infrastructure VDI 

tout en préservant la confidentialité du data denter de l’université AlAkhawayn. Les principaux 

KPIs comprennent la planification de la capacité, les performances et la disponibilité des 

connexions, la surveillance des performances des applications, ainsi que d'autres KPI à spécifier 

dans l'analyse comparative et la revue de la littérature. J'ai utilisé 3 logiciels qui sont : ControlUp 

pour la surveillance en temps réel de l'infrastructure, LiveOptics pour un rapport complet sur le 

centre de données AUI et Login VSI principalement pour les simulations. Dans le rapport, je 

couvrirai une partie Méthodologie où je présenterai les benchmarks spécifiques que j'ai réalisés, une 

section d'analyse des résultats où je passerai en revue les conclusions des différents benchmarks que 

j'exécute, une section de solutions présentées où je couvrirai un plusieurs façons d'améliorer 

l'infrastructure actuelle et enfin je simulerai différentes solutions et comparerai ces résultats avec 

ceux que j'ai obtenus plus tôt dans la partie analyse afin de prendre des mesures concrètes par la 

suite. 
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1- Introduction:  

Nowadays, Virtualization is one of the most interesting and hot topics in computer science. It is 

evolving every day. One modern branch of this technology is the Virtual Desktop Infrastructure. The 

VDI is a technology that uses VMs to manage and operate virtual desktops. VDI hosts VDI hosts 

desktop environments on a centralized server and deploys them to end-users on request. In VDI, a 

hypervisor segments servers into virtual machines that in turn host virtual desktops, which users access 

remotely from their devices. Users can access these virtual desktops from any device or location, and 

all processing is done on the host server. Users connect to their desktop instances through a connection 

broker, which is a software-based gateway that acts as an intermediary between the user and the server. 

It is used everywhere at our university starting from the employees and faculty offices to the 

student labs which will be our main focus area and enhancing it for the general good is our aim during 

this capstone project.  

The purpose behind this project is the analysis of the current Virtual Desktop Infrastructure by 

mean of some performance Key Point Indicators, while these benchmarks will be projected in 

customized dashboards for us to take good decisions for improvement. 
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2- Literature Review:  

Even though this word is broad, but the literature review is one of the most crucial parts of this capstone 

project, I had to go through multiple computer science journals, scholarly articles to first understand the 

architecture I will be working on since the VDI infrastructure is not that simple. After getting a general idea 

about this infrastructure I had to further deepen my knowledge concerning this topic and start digging for its 

role in improving the performance inside places with high number of users. I explored the technical and 

theoretical aspects of this process. Then I examined closely some places that use such environments 

worldwide with an emphasis on Morocco. Aside from that and since my project is built on improving this 

modern infrastructure performance through some benchmarks, the priority was using some articles to 

discover the KPIs I will base my project benchmarks on, and several published articles proved to be 

beneficial for this cause. I also had the chance to take a look at the capstone repository to find maybe a 

capstone project following the same principle but I couldn’t find a relevant previous project so the integrality 

of my sources is outsiders articles. The second part of the literature review was first finding the appropriate 

assessment software gear that I can use to run the theoretical benchmarks and then documenting myself 

about it to get a general understanding. One more valuable source of information was my supervisor and the 

ITS services infrastructure manager who both helped me get all the necessary explanations to my questions 

after the literature review phase and put into my disposition several tools that go along my vision of 

completing this project. The sources of the articles that I explored during my literature review will be 

included in the references part of this Final report, and the knowledge shared by my supervisor and the ITS 

infrastructure manager will be covered in the AUI Data center chapter of this report, one last thing is the 

benchmarks and KPIs that are extracted will be enclosed in the Benchmarking part under Methodology 

chapter. 
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3- Virtualization 

3-1 Definition: 

Virtualization in computing refers to the creation of a virtual (rather than physical) version of 

something, such as virtual computer hardware platforms, storage devices, and computer network 

resources.                                                                                                                                    

Rather than having dozens of servers running at less than full capacity, data centers can employ 

virtualization to combine the tasks of those machines onto a few computers.   Virtualization is 

also a technology that allows you to construct meaningful IT services without having to rely on 

hardware. It lets you to make full advantage of a physical machine's capabilities by distributing 

them across multiple users or contexts.  Data virtualization, desktop virtualization, server 

virtualization, operating system virtualization, and network functions virtualization are all 

examples of virtualization. 

3-2 How does Virtualization work: 

Resources are partitioned as needed across all contexts, from the physical to the virtual. Users 

interact with the virtual environment and run computations within it (typically called a guest 

machine or virtual machine). The virtual machine is a single executable data file. It can be 

transferred from one computer to another, opened in either, and expected to function perfectly, 

just like any other digital file. Physical resources were separated from virtual environments using 

hypervisors. They can be built into hardware or installed on top of an operating system . 

 

3-3 Advantages of Virtualization: 

Virtualization enables a company to better manage operating system and application upgrades 

and changes while reducing user interruption. Finally, virtualization improves a company's 

efficiency and availability of resources and applications. Virtual resources are employed flexibly 

to meet business needs while eliminating superfluous fat, rather than relying on the outmoded 

"one server, one application" paradigm, which results in unused resources. Finally, administrators 

may configure, update, and secure all virtual desktops in bulk using virtualization. Put it simply, 

virtualization technologies improve the efficiency of a company's datacenter. It abstracts away 



 
 

4 

 

the complexity of setting up and managing a virtualized system while maintaining the flexibility 

demanded in today's datacenter. 

 

 

Figure 1: Advantages of virtualization. 

3-4 Hypervisors:  

When it comes to virtualization, we must first explain an important idea before moving on to the 

main issue. As we previously stated, a host machine is the hardware on which the virtual engine 

is installed, and a guest machine is the virtual OS. A hypervisor, which can be either firmware or 

software, manages this virtual OS. What interests me in this definition is the Hypervisor, which is 

a Virtual Machine Manager implemented as firmware or a low-level application, as mentioned 

before (software). It shields guest PCs and their operating systems from the actual hardware. 

Hypervisors build a virtualization layer between the virtual machines you create and the physical 

CPUs, RAM, and other resources. Hypervisors simulate available resources, allowing guest 

machines to use them. When you start a virtual computer with any operating system, it will 

believe it has actual hardware. From the standpoint of VMs, there is no difference between real 

and virtualized environments. Guest machines are not informed that they are in a virtual 

environment by the hypervisor. Alternatively, they could be sharing their computational 

resources. Virtual machines function in tandem with the hardware that powers them, and they are 

completely reliant on its smooth operation.  
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There are two different types of hypervisors:  

Type 1 hypervisor: operates on a bare-metal system It's a software layer that sits on top of a 

physical server and the hardware behind it. The term "bare-metal hypervisor" refers to the fact that 

there is no software or operating system between the hardware and the user. Modern data centers 

make use of it. 

Type 2 hypervisor: This type of hypervisor operates on the operating system of the actual host 

computer. It's for this reason that they're referred to as hosted hypervisors. Unlike type 1 

hypervisors, which operate directly on the hardware, hosted hypervisors have one software layer 

behind them. There is a physical machine in this situation. 

3-5 Types of Virtualization Technology:  

The types of virtualization that are more relevant to the theme of my capstone project are: 

Desktop Virtualization: Operating system virtualization, which allows you to install different 

operating systems on a single computer, is closely related to desktop virtualization. It enables a 

single administrator (or automated administration tool) to simultaneously distribute duplicated 

desktop environments to hundreds of physical workstations. Desktop virtualization, unlike 

traditional desktop environments, which require material installation, configuration, and renewal on 

each machine, allows administrators to execute bulk installations, security checks, and upgrades to 

all virtual desktops. 

Server Virtualization: Servers are computers that are designed to efficiently handle a variety of 

tasks so that other computers, such as desktops and laptops, can conduct a variety of other tasks. 

More of those unique operations were carried out using server virtualization, as well as splitting the 

pieces so that they could be used for several reasons.  

Computer Network Virtualization: permits critical network functions such as directory services, 

IP configuration, and file sharing to be shared across several environments. Initially, software roles 

were not restricted by the physical devices they had served; instead, individual functions might be 

bundled into a new network and assigned to a specific environment. It is particularly popular in the 

telecommunications industry because it decreases the amount of physical components required to 

build several, independent networks, such as routers, hubs, switches, servers, and cables. 
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4- AUI Data Center :  

The AUI VDI Infrastructure is built upon a hyperconverged infrastructure that I will discuss in the 

part that follows, Concerning the storage and for high performance purpose SSD disks. The 

infrastructure is a 5 nodes which work in parallel where the VMWare Hypervisor ESXI is installed 

and a VSAN license for disks regrouping. The VMS are installed on top of the hypervisor which is 

on top of the hyperconverged infrastructure of AUI. The cluster that actually runs the VDI 

infrastructure is composed of 3 nodes since they contain GPU pools and in case of a failure the data 

center is replicated using the VIM backup. When it comes to replication, services are replicated 

based on their importance and rate of use it might vary from once per day to once per year. The 

total number of VMs at AUI is 482.  

 

                                                   Figure 2: From user of VDI to server 
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4-1 Hyperconverged Infrastructure:  

Figure 3: Traditional 3 tier architecture: 

The University’s data center was composed of a traditional 3 tier architecture, this latter presents 

some issues among which:   

Scaling issue: if scaling will happen more frequently which is the case when it comes to AUI, the 

rip and replace will be of a big problem since it causes a big down time.  

Performance issue: if applications that runs on the server side of the architecture needs something 

stored in the storage tier, a bottle neck maybe created at the level of networking. 

Complexity issue: the management of such high number of tiers needs a huge workforce for 

maintenance and management.  

For those reasons and more the university is deploying today a hyperconverged infrastructure.  

Hyperconvergence integrates storage, computation, and networking into a single system to simplify 

data centers and boost scalability. Server side, storage and networking are all included in 

hyperconverged solutions. They're usually operated on off-the-shelf servers, and numerous nodes 
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may be clustered to form pools of shared computing and storage resources that are easy to use. The 

utilization of commodity hardware backed by a single manufacturer results in a more flexible and 

manageable architecture than traditional corporate storage technology. Each node, or server, has 

x86 CPUs as well as SSDs and HDDs. For greater speed and robustness, software running on each 

node distributes all operational functions throughout the cluster. HCI solutions provide a 

management pane in addition to the distributed storage and computing platform, allowing you to 

control HCI resources from a single interface. This removes the need for separate server, storage, 

storage network, and virtualization management systems. To scale up this infrastructure, adding a 

new appliance and connecting it by means of the UI provided for management would do the trick 

which is way easier than scaling servers, storage and networking all by their own.  

When it comes to resilience, if one server goes down, data copies are made on other servers, always 

using RF2, which is a two-data replication protocol, and starting with five nodes, there is a more 

advanced RF3, which creates multiple copies utilizing big data concepts such as map reduction. So, 

with the RF2, you can accept one data loss at a time, whereas with the RF3, you can endure two. 

Figure 4: Traditional(non-converged), Hyperconverged and converged infrastructures. 
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4-2 Benefits of Hyper converged Infrastructure for VDI: 

The main benefit of building a VDI on top of a HCI is scalability ease, as the VDI business user 

grows, a simple addition of a HCI node appliance will surely accommodate the new users.  

By Using HCI, VDI Buyers get to save a lot of money, the cost of management that usually takes a 

fair amount of the business budget can be drastically saved. The Hyperconverged infrastructure has 

the majority of its management features embedded in its partially automated system, so this an 

implication on the number of IT administrators number for operations related to HCI. Another 

advantage of hyper-converged computing is alleviating or even removing the storage bottleneck, 

which is one of the most common issues with VDI in old IT infrastructures. Traditional storage 

solutions are not as easy to scale as HCI, and storage capacity demands expand faster than any 

other part of a VDI system. This might result in storage being a bottleneck for VDI performance for 

your end users. The simplicity with which resources may be added to an HCI system almost 

eliminates the storage constraint. Simply adding more nodes to a cluster will increase the 

virtualized the storage capacity, which will be shared among all VDI users.
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Figure 5: direct usage domains of Hyperconvergence.  

 

4-3 VDI Technology:  

VDI (Virtual Desktop Infrastructure) is a technology used to create a virtual environment on a 

remote server setup. VDI segments the servers into various virtual desktops, which the users can 

access remotely through their devices. These virtual desktops are hosted on Virtual Machines (VM) 

that are controlled through management software. 

VDI can either be set up in your office premises or on an external cloud server by a managed 

service provider. 
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Setting up on-premise VDI requires a high-end server installation in your office premise from 

which your IT team will deploy desktops to end-users. Here, you and your IT team manage all IT 

aspects. You have to get involved in an endless cycle of purchasing licenses to run hardware, 

software, or OS in multiple systems. The maintenance and upgrade requirements that keep coming 

with time can become hectic to handle. 

There are multiple ways to deliver virtual desktops and apps to users—virtual desktop infrastructure 

to be sure but additionally other flavors of VDI such as desktop as a service (DaaS) and even 

personalized Cloud PCs. These services have become increasingly popular for a variety of 

reasons—including improved security, performance, centralization, lower hardware requirements, 

and cost savings—not to mention enabling employees to do their jobs from anywhere in the world. 

So let’s discuss how it works:   

Because VDI is supported by extensive collections of VMs running on top of hypervisor software, 

VDI environments can get more complex than remote desktop environments. VDI uses server 

hardware to run desktop operating systems (OS) like Windows or Linux, or other software 

programs, on a VM with the desktop OS hosted on a centralized server in a physical datacenter. 

There are two types of VDI virtual desktops, persistent and nonpersistent: 

A persistent virtual desktop enables users to customize their own personal desktop and save their 

settings and work progress for future use, like a traditional desktop. With the magic of VMs, 

persistent desktops behave like actual physical computers—just from a remote device. The user 

connects to the same VM each time they log in, which allows for personalization and can even 

function as a user’s entire computer experience. This is extremely useful and common for many 

work and school environments. 

A nonpersistent virtual desktop provides a bank of uniform desktops that users can access when 

needed. These are not customized to specific users and don’t save personal or session information. 

Once the user logs out, the desktops return to their original state. Nonpersistent VDI is common in 

computer labs, call centers, retail kiosks, and public libraries—environments where users don’t 

need personalization and don’t want their personal information stored. [4] 
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Figure 6: VDI Workflow 

4-4 VMware Products:  

VMware, Inc. is an American cloud computing and virtualization technology company with 

headquarters in California. VMware was the first commercially successful company to virtualize 

the x86 architecture.  

VMware's desktop software runs on Microsoft Windows, Linux, and macOS, while its enterprise 

software hypervisor for servers, VMware ESXi, is a bare-metal hypervisor that runs directly 

on server hardware without requiring an additional underlying operating system [7] 

https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Virtualization
https://en.wikipedia.org/wiki/California,_USA
https://en.wikipedia.org/wiki/X86_architecture
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/MacOS
https://en.wikipedia.org/wiki/Enterprise_software
https://en.wikipedia.org/wiki/Enterprise_software
https://en.wikipedia.org/wiki/Hypervisor
https://en.wikipedia.org/wiki/VMware_ESXi
https://en.wikipedia.org/wiki/Server_(computing)
https://en.wikipedia.org/wiki/Operating_system
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Figure 7: Vmware 

 

 

 

VMware presents a large set of products that are used by AUI for its Data Center among which we 

find:  

Dell EMC VxRail: The building block of AUI’s data center as it is the appliance that Is used as the 

Hyperconverged appliance used in this private cloud. Dell EMC VxRail is fully managed by 

VMware since it is the only appliance supporting full VMware integration for this type of data 

centers based on software. It is powered by VMware vSAN that we will talk about next. 
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Figure 8: DELL EMC VxRail HCI appliance: 

vSAN: it is a software defined solution for storage supporting the HC infrastructure, it is located 

above the ESXi hypervisor layer and it is integrated into vSphere. vSAN main mission is to create a 

single pool of storage shared by all hosts in a vSAN cluster.  

 

Figure 9: Vsan architecture 
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vSphere: vSphere is the overall platform used by VMware for management of the hybrid cloud: it 

assists in managing, connecting and running the application in a shared environment, it is referred 

to as the virtualization box of Dell, this platform gives the ability to transform data centers to a set 

of related computer infrastructure including storage networking and CPU resources.  

 

Vcenter server: it is a server management software that is scalable and simplified with its feature of 

centralized overview with an efficiency in management and being extensible all around the cloud.  

Figure 10: vCenter powered by vSphere 
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Horizon 7: Vmware horizon 7 is the platform used for VDI providing the users the access to their 

virtual desktops and online services in a simple workplace.  

Figure 11: Vmware Horizon client to access virtual desktops. 

Vmware NSX data center:  the network virtualization and security technology that powers the 

virtual cloud network, a software-defined networking strategy that spans data centers, clouds, 

endpoints, and objects. NSX Data Center brings networking and security closer to the application, 

regardless of where it runs, from VMs to containers to bare metal. Through an ecosystem of 

renowned third-party suppliers, it provides enhanced security and sophisticated networking 

services. 
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Figure 12: Network security and virtualization platform : NSX data center 

 

4-5 VDI and Security.  

While virtual desktop infrastructure (VDI) improves mobility and remote access to mission-critical 

applications, it also poses major security risks. The following security dangers can readily be 

introduced into an organization through an unsecured device, a stolen password, or a hacked user 

desktop session. VDI provides some protection of its own. Users may remotely access their 

desktops from a laptop or smartphone, and data is stored securely on the server rather than on the 

end client device. Because application software is separated from the operating system, if an 

application in a VM is hacked, only one operating system on that server is affected. VDI, on the 

other hand, has its own set of security vulnerabilities that necessitate a comprehensive VDI security 

architecture. VDI faces mainly 4 security vulnerabilities which are:  

Virtual machines: Since every Virtual machine is having its own OS and configuration and 

patching a VM takes time, not having these VMs maintenance automatic might put the whole 

deployment of VDI at a risk.  

Hypervisors: the hijackers can use a malware or virus to access the OS and take control of the 

hypervisor which gives the attackers access to everything that is connected to the server.  
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Network: if the network routers and links are not segmented, the whole network can be 

compromised since virtual network environments are sharing the same physical resources.  

Employees: a breached user or a malicious user can compromise the whole VDI system by 

breaching the VDI servers.  

Security benefits of VDI: Many IT technologies requires extra security investment, VDI has 

benefits concerning security given that it is an important aspect:  

IT control: IT admins has the ability to set control features in the VDI such as printing, USB access 

including roles, IP address control. 

Security of Data: Organizations and employees are very less likely to be a theft victim because of a 

stolen device since VDI centralizes data on premise servers rather than normal devices. 

Disaster Recovery: Because virtual desktops may be hosted in any organization data center, IT staff 

can swiftly migrate a virtual machine to a new working host if the current one is compromised. 

Thin Clients:  

A thin client (also known as a lean client) is a virtual desktop computing approach that uses 

resources stored on a central server rather than the resources of the device. Thin clients are often 

low-cost computer devices that rely significantly on a server to do computation. The word can also 

refer to software programs that employ the client-server architecture, in which the server does all of 

the work. Thin clients link to a server-based computer environment to operate. Normally, the server 

will store data such as programs and memory. The desktop environment is essentially hosted on a 

server. With a virtual desktop infrastructure, thin clients are handled on the server (VDI). For 

complete computing, thin clients and other lean devices require a persistent network connection to a 

central server and no processing is done on the hardware itself.  

Thin clients can use a shared terminal service, desktop virtualization, or a browser-based way to 

access information. All clients share a server-based operating system and applications in a shared 

terminal service. Each desktop is a virtual system that is partitioned from a central server using 

desktop virtualization. The central server will split resources to the appropriate clients in this 

method of establishing thin clients. The operating system and applications are still kept on the 
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central server, even if they are not shared resources in this case. The browser-based method differs 

from a traditional thin client system in that the client's functions will run in the browser rather than 

on a central server. The thin client is used to process data. 

         

                                                  Figure 13: Dell Thin Client used at AUI. 

 

 

 

PCoIP  

 

PC over IP (PCoIP) is a remote display protocol that Teradici developed for delivering remote 

desktops and applications to endpoints. 

PCoIP works by rendering client desktops on a network or cloud server. The desktop's pixels are 

then compressed, encrypted and then transmitted to the client device. The client then decrypts and 

renders the desktop view for the user. 

PC over IP uses the User Datagram Protocol (UDP), an alternative to the Transmission Control 

Protocol (TCP). UDP features process-to-process communication and uses a loss-tolerant, low-

latency connection to link an application to the internet. PCoIP delivers bitmaps, which define 

where a pixel appears on the screen and what color it should be, by encoding them on a remote host 

and then streaming the data to the client. It transmits only regions of the screen that change from 

https://www.techtarget.com/searchnetworking/definition/UDP-User-Datagram-Protocol
https://www.techtarget.com/searchnetworking/definition/TCP
https://whatis.techtarget.com/definition/bit-map
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frame to frame. From the endpoint perspective, it's almost as if the client is watching a real-time 

movie of the desktop's activities.[8] 

The main benefits of the PCoIP approach( thin client, zero client) is allowing an organization to 

eliminate utilizing PCs as client endpoints in favor of thin or zero clients. Thin clients and zero 

clients are less expensive than PCs and require little upkeep. Furthermore, because they are not 

dependent on a local operating system, thin clients and zero clients are more secure than PCs. 

While its main drawback is depending on a network for desktop rendering so a simple problem with 

server rendering could affect the whole users. Furthermore, Latency is the most common problem 

with PCoIP since graphics can sometimes be displayed with flaws if no sufficient bandwidth is 

available. 

     

Figure 14: PCoIP architecture. 
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5- Methodology:  
 
5-1 Choice of technology stack:  

The choice of the technology stack used in this capstone project wasn’t random as I had to choose a 

set of tools that will enable me to have a general analysis of the infrastructure before deciding on 

any solutions for improvement purposes. On this basis and based on the benchmarks defined by the 

KPIs I have chosen alongside my supervisor and ITS infrastructure manager 3 tools which are: 

ControlUP, Login VSI and Liveoptics(formerly Dpack) to serve this purpose.  

 

ControlUp:  

ControlUp supports VMware vSphere-based virtualization infrastructure monitoring and 

management, which means that in addition to gathering performance data and system information 

directly from your managed computers, you can also receive updates and perform actions on your 

managed computers via the underlying hypervisor servers. ControlUp displays the use of physical 

resources (such as the impact of virtual machines on the host's CPU, RAM, or storage) and allows 

users to take actions such as turning virtual machines on and off. This tool has an agent that 

provides some good benefits in comparison with competing tools.  

The ControlUp Agent is a small service that is deployed on your organization's controlled PCs. You 

may use the ControlUp Real-Time Console to undertake in-depth monitoring, sophisticated systems 

management, and in-depth configuration review after installing the agent on your systems.  

ControlUp Agents have a negligible performance influence. It uses:  

• CPU usage – barely between 0% to 1% 

• RAM consuming – 50 to 80 MB 

• I/O – barely no activity of disk 

• No reboots and no drivers needed.  
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                                 Figure 15: ease of adding the data center’s hypervisor in controlUp 

 

 

 

LoginVSI: For virtualized desktop and server settings, Login VSI delivers performance insights. 

For more predictable performance, improved availability, and a consistent user experience, 

enterprise IT departments employ Login VSI technologies in all aspects of VDI operations 

management. 

The main product, Login VSI, is used by the world's major virtualization manufacturers to 

benchmark performance. Login VSI solutions operate with VMware Horizon and any other VD 

vendor with little configuration. I used this Login VSI mainly to mimic the different users level 

experience and workload. 
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Figure 16: LoginVSI dashboard.  

 

 

LiveOptics:  

Live Optics is free, online software you can use to collect, visualize and share data about your IT 

environment and workloads. Live Optics provides data analysis to help you understand your 

workload performance, so that buyers and IT providers can simplify discovery and have a mutual 

understanding of project requirements. 
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Figure 17: LiveOptics dashboard. 

5-2 Choice of benchmarks:  

 

The choice of benchmarks wasn’t random since it was built on several KPIs among which we can 

find:  

- Testing whether the Infrastructure presents enough resources (CPU,memory,etc. ) to support 

the Virtual Desktop Infrastructure.  

- The VMs meet the requirements for any piece of software they plan to include its image in 

desktops.  

- Whether The network connection is presenting a high enough debit to support the Virtual 

Machines. 

- Mimic the usage of different apps of students, faculty and staff. 

These KPIs gave me the ability to choose the proper list of benchmarks to run in order to get 

appropriate and very specific results. The benchmarks focused on mainly 3 parts: testing the health 

of the infrastructure, A break down of hosts and their stress levels during different high usage 

periods as during exams and finally imitate real user work and measure the workload and if the 

allocated resources are enough. 



· 

25 

 

Following the literature review, the main Benchmarks on which I will build on my performance 

monitoring are the following: 

-Logon time: create boot storms (logon time might be crucial sometimes) because the user should 

not be waiting from 3 to 4 minutes to be able to start their session.  

-Network latency 

-VDI network load testing is comparing application boot time and performance on a virtual 

machine to a PC running the same operating system and applications in a traditional desktop 

environment 

-some applications performance including application response time and application load time as 

for example with modern VD Infrastructure the user should not wait to open a document or a excel 

sheet since those actions are almost instantaneous   

- response time of virtual machines, their workloads 

- IOPS test using an IOmeter  

- latency and IOPS tests are different but together give a good prediction how much load a network 

can handle without a negative impact on the performance 

Those tools are to be conducted using mainly 3 software: I have been proposed one by Mr Driss 

Chaibi the infrastructure manager at ITS services which is Live Optics formerly Dpack by Dell and 

another solution is ControlUp, a monitoring tool that it fully compatible with VMware products 

used at the level of AUI data center, it will give me insights on how should I deal with the 

infrastructure to improve the overall performance, the user experience and satisfaction, the last one 

is Login VSI which is a tool that mimics user actions and simulates the machines usage and gives 

results. 

The metrics that I focused on in my Benchmarking journey are:  

- CPU 

- IOPS 

- Memory 

- I/O Transfer Size  

- Latency 

- Workload 
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5-3 Analysis of monitoring findings:  

The tests that I used in this project were based on a set of benchmarks, while I used 3 monitoring 

tools, each one of them is complementary to the other, they might have gave some results that are 

the same but it is just the basic overlapping metrics, to evaluate this VDI at AUI I had to dig further 

in order to get various aspects. For example: the LiveOptics is used to give me an overall summary 

with significant numbers and charts of the infrastructure. Meanwhile, ControlUp was used to 

generate the stress levels of different clusters in the data center to see realtime percentages in some 

well-designed dashboards as I will show in several screenshots, a variant program called logon 

simulator gives me the time needed for the desktop to load. Finally, Since not all tests could be 

actually done in the AUI data center I had to investigate those solutions using another way, 

simulation was the only option so I had to find a well-known, reliable and precise software and 

LoginVSI matched the criteria and gave some good results and analytics that helped in choosing the 

best options in case of a decision to upgrade the infrastructure.  

LiveOptics results:  

LiveOptics agent delivers Inventory and performance details from hosts and Virtual Machines are 

captured using data collector software. Collectors can operate in offline or online mode for four 

hours to seven days, creating a local file of the results or securely streaming the data to the 

connected online viewer profile. When the data is collected, Live Optics uses a number of rich 

reports to show it.  
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The following screenshots depicts the results of the environment analysis and performance report. 

Figure 18: environment report from Live Optics portal dashboard 

 

Figure 19: the LiveOptics portal dashboard showing the top servers per different metrics.  
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ControlUp: I used Control Up to monitor the environment on a real time basis. It was easier and 

more intuitive than the other tools, It served its purpose very well and proved to be a very beneficial 

monitoring software. It was also very easy to deploy as it only needed to add a hypervisor 

coordinates and all the infrastructure clusters shows up. The following screenshots shows the 

different results I got using this software. The dashboard it offers is very easy to understand and 

offers even problem solving solutions for some of its advanced business licenses. 

 

Figure 20: Health of different AUI data center clusters.  

As we can see in this screenshot taken lately after midterm period and more precisely during the 

add and drop. I’ve been told by the ITS infrastructure manager that more CPU and Memory are 

allocated so even if the used CPU and memory hits beyond 40% overhead a stress level of medium 

is maintained. 
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Figure 21: the 2nd host and virtual machines installed on it.  

 

LoginVSI results: 

Here comes the role of the LoginVSI software allowing me to simulate a user experience that 

shows the importance of these solutions and let me pick the most successful and convincing 

methodologies out of the suggested ones. This part will mainly compare different windows 10 

versions images in terms of application response time and user density. Furthermore I will run a 

simulation of apps response time in AUI infrastructure using 2 different workloads.  

testing I had to compare different windows 10 versions images first in terms of application response 

time and user density to come up with the best image solution for AUI’s infrastructure:  

Let’s define these 2 metrics:  

Application response time: It refers to the amount of time between submitting a request and getting 

an answer, in other words the time elapsed between clicking the app and the display of the app’s 

interface.  

User density: It refers to the maximum number of active desktops in an infrastructure before it is 

saturated. 

The following graphs shows the results of the LoginVSI tool:  
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Figure 22: VSI density comparison test between different windows 10 versions images  

 

- When it comes to this graph we can see that According to the findings, updating our VDI 

environment to a newer windows 10 image results in reducing user density. The influence 

on our environment was up to 13%. 

The next metric is application response time:  

 

Figure 23: VSI Application response time comparison test between different windows 10 versions 

images. 
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The results shows that moving to a newer windows version of windows 10 will contribute in the 

increase of application response time by approximately around 23%.  

 

Based on both these tests I can deduce that the windows 10 1709 build is the most optimal for our 

VDI environment. 

Next in my list is using the LoginVSI tool to measure the apps response time using 2 operating 

systems, the first operating system used is: windows 10 1709 build and the operating system 2 is 

the current windows 10 image used at AUI. I will compare them using 3 different set of apps 

among which there are some frequently used ones as outlook, excel etc.  

The first diagram is the result of this experiment using a workload 1, the second diagram is using a 

workload 2, and the last one is a comparison using a workload 3

  

Figure 23: comparison of OS 1 and OS 2 with workload 1 
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Figure 24: comparison of OS 1 and OS 2 with workload 2 
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Figure 25: comparison of OS 1 and OS 2 with workload 3. 

As depicted in the 3 figures we can see that OS 2 has the highest response time in all the three 

workloads. We can see that using the windows 10 build 1709 will offer a lower response time 

which means it is better in comparison with the current one where apps need higher time to 

respond.  
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5-4 Solutions presented:  

 

After the Analysis of Both the results of different tests that I run using all the monitoring tools 

suggested, consulting different papers about this matter and the survey that I conducted among AUI 

students about their overall lab satisfaction, I came up with a list of different solutions that prove to 

be beneficial to multiple VDIs.  

- Already tried solutions that were implemented in different Infrastructures and prove 

to have a positive impact on the infrastructure.  

- A set of new solutions that needs testing and  

- Adding more CPU and RAM resources during the following periods: Midterm, add and 

drop, competitions on campus and Finals period obviously. The monitoring that I did 

showed results that comply with the choice of this solution since a big chunk of students 

struggle with their station during these periods.  

- divide labs in function of the work that needs to be done (depending on the work load) 

- Adding extra IOPS is one option VDI administrators have to solve poor boots timing and 

login time by either changing the virtual machine’s disk from standard HDD to premium 

SSD or by increasing the VM disk size.  

- Virtual machines can be configured to start the booting process a lengthy time before users 

check in. As a result, when users enter in their credentials, the pre-booted workstations are 

ready to use. 

- Reducing the demands of desktop display: The virtual desktop produces each screen on 

the server and then renders the image data to the endpoint for display, while the local 

coprocessor performs graphic operations on the PC. RDP and other current protocols have 

iimproved display performance, but visually oriented apps have an influence on server and 

network performance, which in turn has an impact on desktop performance. The solution is 

to lower the visual needs of your program to possibly reduce virtual desktop traffic 

requirements, hence reducing the amount of server memory required for video buffers. For 

example, a screen display resolution of a FULL HD quality with 30 fps will then result of 

2.2 GB of data display per second, reducing the resolution to a simple 720p HD resolution 

will only require 620 MB of data display per second which is a huge improvement  
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- Performance of network monitoring: Having the network performance monitoring wasn’t 

random given the importance of network in VDI, this testing technique allowed me to 

measure the bandwidth demands of each VD. It also showed the bottlenecks that might 

affect the performance of the VDI. A network transporting Virtual desktop data and ESXi 

on the same segments, may have difficulties. Admins at AUI may decide to separate the two 

sorts of data onto separate network segments. 

- Using the resource Throttling provided by VDI: Resource throttling is possible with 

virtualization, since it allows you to modify the amount of CPU, memory, and bandwidth 

provided to each VM. VD that run resource-intensive programs may obtain greater server 

resources, while those that do more routine activities may have their resources restricted. 

We had to understand the demands of each virtual desktop before assigning server resources 

that is why I used the server performance monitoring as an important element of the testing 

process. 

- Windows 10 dilemma and several tips to overcome it: Windows 10 isn't meant to run as a 

virtual desktop on a server that shares CPU cycles with other Windows 10 desktops, it 

is  needed to optimize it to avoid wasting CPU, RAM, or IOPS. If no optimization 

for Windows 10 in a VDI environment, for example, it performs scheduled operations like 

disk defragmentation, virus scans, Windows updates, and unneeded services an increased 

CPU burden on the servers, these extra duties result in a poor user experience as poor apps 

performance, logon time and lower user density. Some of the tips to overcome the windows 

10 problems are:  

• Disabling some features related to telemetry, boot logging and call home to improve 

user density as well as security.  

• When implementing a VDI disabling the schedules tasks including Bluetooth scan, 

automatic maintenance and defragmentation of hard drive will save a lot of 

resources, these tasks schedules won’t have a big effect on a personal computer as it 

has on a VDI.  

• Since the default windows 10 image deployment includes some preinstalled apps as: 

Asphalt and Twitter removing these apps will contribute in higher performance.  

• The uninstallation of one drive as a preinstalled app is a must to avoid a network 

congestion caused by the actions of synchronization of folders.  
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- The use of a VDI compatible antivirus: Since Virtual servers need a special kind of 

Antivirus, so the use of virtualized environment and not changing the way of antivirus 

deployment is a waste because Each antivirus instance has full access to all resources on the 

computer where it is installed. Again, as consumers, we have learned to tolerate some 

performance degradation. If multiple scans are done simultaneously using the resources of 

the same physical host in the virtual environment, you will find that the servers share the 

resources of a single host and these antivirus scans are resources consuming so the solution 

that exists here is using a virtualization aware antivirus ensuring that all the VMs performs 

scans during different period chunks or running the scan at the level of the hypervisor to 

lighten the burden on VMs.  

- Minimize the resources allocated the Lab 8b since according to the survey it is very less 

used in comparison to lab 7 and lab 11 so an allocation of sone of 8b lab resources to those 

two labs might improve user experience instead of wasted resources in a very unused lab. 

 

 

5-5 AUI Labs satisfaction survey among students:  

I also did a survey among AUI students asking several questions to measure their satisfaction levels 

of the AUI computer Labs and meanwhile asking for ways to improve it from their standpoint as 

the main users of AUI labs. The results of this survey were as follow:  

 

 

 

 

     

Figure 26: Classification of students in this survey: 
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Figure 27: question about owning a computer 

As we can see in this figure everyone claimed to have a computer though almost everyone is using 

the computer labs offered by AUI as we can see in the flowing result figure:   

 

 

 

Figure 28: frequency of use of AUI labs  
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The next question was about the time spent at AUI labs which was an average of 4 hours a week for 

almost half of the students that participated in this survey.  

 

Figure 29: Time spent in AUI labs. 

The next logical question was the one about the preferred locations which were lab 7 and lab 11 by 

far, while lab 8b was the least used. 

 

Figure 30: most used labs:  

 

Next question was the logon timed perceived by these usual users and the results showed that 

almost 75% claimed that the logon time is 1min or less which is a good sign of the health VDI 
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Environment. 

 

Figure 31: Logon time according to users:  

 

The next question meant to measure the satisfaction of users in terms of 4 metrics: the ease of use, 

accessibility, computer speed and computer availability. The results showed a partial satisfaction 

when it comes to the ease of use while it failed according to them in terms of computer speed while 

the computer availability showed a draw between a met and almost met result. 

 

Figure 32: user expectations measurement about the labs infrastructure.  
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The last relevant question that was asked was about the period on which they feel that the lab is not 

doing well and the availability is decreased and the following figure shows the results of this 

question:  

   

Figure 33: periods of struggle in AUI labs 

 

I added an optional question that asked the users about the software that they need in the AUI labs 

and the most wanted set of software was more development and programming environment, 

photoshop and editing software and finally engineering tools as Solid works, MATLAB and SPSS. 
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5-6 comparing the tests results before and after taking the action: 

 
The following screenshots shows the Logon time in two different settings environments:  

The first screenshot is showing the logon time before applying two solutions from the ones 

presented above: Adding more IOPS and using an older windows 10 build, disabling some 

telemetry apps while reducing the desktop display demand. 

 

Figure 34: logon duration before.  

It is shown that the logon takes approximately 50 seconds for the desktop to be ready for the user 

after inputting their credentials. This time is relatively slow.  

The next screenshot shows the results in case of a higher IOPS and also using the build as specified 

before:  
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Figure 35: logon duration after.  

Here it shows that the logon time only took 15 seconds which proves the solutions found earlier.  

The next test of our results simulations is measuring and comparing the response time of the 

desktop while using 20 VM in but considering two setting a power user and an office user which 

makes the workload heavy and medium respectively: Using LoginVSI we could simulate these 

results before and after a set of solutions that I already mentioned for the improvement of the VDI. 

The chart that we received is as follow:  

Figure 36: comparison of the response time in a heavy and medium workload.  

 

As we can see in the graph the response time is relatively the same so by using the solutions 

suggested we won’t have a big problem when it comes to a heavier workload than usual since the 
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performance remains relatively the same.  

 

One last result after applying the solutions that shows that the performance has undoubtedly 

increased is: 

 

 
Figure 37: ControlUp dashboard showing the stress on VDI clusters after. 

  
This screenshot shows that although the load remains higher than the previous ControlUp 

experiment the stress level is shown to be low in comparison with high or critical stress level before 

applying the results as shown in the following screenshot taken earlier:  

 

Figure 38: ControlUp dashboard showing stress levels before. 
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6- STEEPLE ANALYSIS  
 

Societal: 

From a sociocultural standpoint, you can’t deny that the use of computers is becoming more 

common. People everywhere are buying computers for different daily life uses, especially in 

public spaces as libraries or university labs.  

• Enable the highest number of students to use the public computers efficiently.  

 

Technological: 

 

The Technology tools that might be useful for this project would be Dell and VMware Products 

for general management and visualization of charts and the health of virtual machines alongside a 

set of other software for performance analysis such as ControlUp, Live Optics(Formerly Dpack) 

from and LoginVSI technologies mainly for VDI performance monitoring and simulation.  

 

Environmental: 

 

Virtualization helps us minimize our carbon footprint and emissions by lowering data center space 

requirements, which leads to lower energy use. Alongside that a reduced environmental impact 

would be significant when it comes to the disposal of hardware components. 

Ethical: 

Using the current Infrastructure efficiently is definitely an ethical act, since our first aim 

is to improve the experience of computers users through the VDI infrastructure, analysis 

of the performance and defining the problems that shall be fixed and presenting a logical 

solution to this issue. Furthermore, the protection of the data of students especially and 

storing it in secure servers helps in improving their learning journey and minimizes their 

concern about their data storage integrity, alongside completing their tasks with enough 

computing power causing thus no interruptions especially during the exams weeks shall 

serve as an ethical solution.  

 

Political: 

 

Improvement and adoption of a new technology such as Virtual Desktop Infrastructure is 

contributing towards the government vision of the development of a powerful digital economy 

in order to improve the positioning of our country and to compete globally in the IT field with 
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world leaders. Moreover, this capstone project can be a launch point for enhancement of the 

Desktop Virtualization that can be adopted and implemented throughout Morocco.  

 

Legal: 

 This project complies with the legal framework established by all of the parties involved. In 

general, all existing legal acts promote the protection, enhancement, and proper use of computing 

resources, which is precisely what we want to achieve through this project. 

 

Economical: 

 

In addition to the improvement of the general infrastructure, the Virtualization of desktop can create 

an economical profit. Costs savings is the general benefit since the improvement of the actual 

infrastructure will contribute in a reduction of costs in terms of endpoint cost savings, server, storage 

and networking savings, data center space savings, power and cooling costs savings and in addition 

to all that the reduction in future IT growth and scaling overhead.  This solution will also contribute 

in the improvement of the quality of service without additional cost.
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7- Conclusion 

 

To Conclude, I generally did a deep literature review, documented myself about VDI technology which is 

the basis of my project. I gathered general ideas about how I want to project to go and defined my major 

KPIs for benchmarking. This process was composed of different levels, I started by understanding first the 

environment where I’ll conduct my project, gathered all the necessary data, found the necessary tools for a 

360 degrees analysis of the infrastructure then run those tests, extracted results, deduced solutions and 

finally other tests for the results I got for further visibility. The VDI is a futuristic tool and not every 

organization does work with it and embed it in its data center, It is a cost saving, simply maintainable and 

very easy to use and deal with. I am glad I got the chance to take a look and analyze such a big 

organization’s data center and learned from the absolute best people during my project journey. What I 

really appreciated about this project is mainly two things, I had a hands on learning during this project and 

the fact that I started from a very basic understanding of VDI with a lot of questions in my mind and many 

erroneous information and at this time at the end of the project I can affirm that I got the chance to answer 

many questions obviously not all due to the size of this broad field of computer science and the research 

process drove me to depict a knowledge both beneficial to my capstone project and my personal 

knowledge. To be honest, I was so lost and had a dilemma of choosing between several project ideas but I 

am really happy I got to choose this topic because it showed me how interesting this field is and If I had to 

do the choice again I would choose this project again.  
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