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ABSTRACT 
 

As the number of online businesses is increasing continuously, millions of individuals have 

switched their preferences toward the online experience as it requires less effort. With this rise 

comes fraud. Scammers always find techniques to use other people's data for unauthorized online 

purchases. Therefore, this capstone project aims to use deep learning to detect fraud in online 

transactions. While there exist several machine learning classification models to perform the fraud 

detection task, deep learning has demonstrated promising results in terms of accuracy, precision, 

and recall. For this project, the Long Short-Term Memory (LSTM) model will be employed to 

achieve maximum performance. However, before feeding the data into the model to train, it is 

important to balance it and normalize it. The dataset used in this project is retrieved from 

Kaggle.com, and it contains 284,807 online transactions made by European credit cardholders. 

The LSTM model reached a prediction accuracy of 99.94%, a precision of 99.88%, and a recall of 

99.99%.  

 

Keywords: Credit card fraud detection, deep learning, machine learning, fraudulent transaction, 

LSTM, Recurrent Neural Network, logistic regression, SMOTE, binary classification  
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RESUME 
 

Vu le nombre d'entreprises en ligne qui ne cessent d'augmenter, des millions d'individus ont opté 

pour les services en ligne car ils demandent moins d'efforts. Cet intérêt croissant s'accompagne de 

fraudes. Les fraudeurs trouvent toujours des techniques pour utiliser les données d'autres personnes 

pour effectuer des achats en ligne non autorisés. Par conséquent, ce projet de capstone vise à 

utiliser le concept du Deep Learning pour détecter la fraude dans des transactions en ligne. Bien 

qu'il existe plusieurs modèles de classification du Deep Learning pour effectuer la tâche de 

détection de la fraude, Deep Learning a démontré des résultats prometteurs en termes d'exactitude, 

de précision et de rappel. Dans le cadre de ce projet, le modèle LSTM (Long Short Term Memory) 

sera utilisé pour obtenir une performance maximale. Cependant, avant d'introduire les données 

dans le modèle pour l'entraînement, il est important de les équilibrer et de les normaliser. La base 

de données utilisé dans ce projet a été récupéré sur Kaggle.com et contient 284 807 transactions 

en ligne effectuées par des titulaires de cartes de crédit européens. Pour prouver que le modèle 

LSTM est très performant, nous le comparerons à une approche classique, à savoir la régression 

logistique. 

 

Mots-clés: Détection de fraude à la carte de crédit, deep learning, machine learning, transaction 

frauduleuse, LSTM, réseau neuronal récurrent, régression logistique, SMOTE, classification 

binaire. 
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CHAPTER 1: LITERATURE REVIEW AND BACKGROUND 
 

1.1. E-commerce 

Electronic commerce, also known as e-commerce, is the electronic purchasing and selling of goods 

and services through online platforms. Retail shops, internet banking, hotel reservations, money 

transfers, virtual goods, and so on are all activities that can be done through e-commerce. Each of 

these examples falls under one of the main three types of e-commerce: business to customer, 

customer to customer, and business to business [1]. The dependency on e-commerce is continually 

increasing, as many classical businesses have begun to widen their targeted client base by 

going online. Over the years, from the most technological, such as security [2], databases [3] and 

software-related concerns [4], to the least technological, such as marketing [5], company growth, 

and customer-related concerns [6].  

The development of electronic commerce may be attributed to a combination of 

technological advancements and government regulatory quality improvements. The Internet has 

been critical to the growth of e-commerce platforms. It was brought to the globe in the 1960s, 

sparking a revolutionary change in this regime [7]. In the 1990s, the development of the World 

Wide Web and web browsers was the next major stimulus to the e-commerce situation [7]. 

Significant advancements in the field of e-commerce occurred in the 1970s, which greatly affected 

the industry and facilitated its expansion [7]. The establishment of Amazon in 1994, an online 

store formerly used for book sales, was one of the fundamental events that were a result of 

technological innovation. Growing up, Jeff Bezos turned the service into one of the leading online 

selling platforms that shaped today's e-commerce. In 2020, Amazon's earnings are soaring by 200 

percent [8]. 
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Figure 1: Major events in the history of e-commerce 
Retrieved from: https://www.the-future-of-commerce.com/2020/01/30/history-of-e-commerce/ 

 

1.2. Recent Changes to E-commerce 

1.2.1. COVID-19  

The COVID-19 pandemic has had a significant impact on the lives of people and the economic 

sectors of countries around the globe, posing several issues for individuals, governmental, and 

commercial institutions [9]. Worldwide, enormous shutdowns have taken place, effectively 

preventing most human interactions. However, people remained virtually engaged thanks to the 

variety of e-commerce solutions. Since the beginning of the pandemic, various institutions (public, 

corporate, and private) have been driven to become primarily geared to e-commerce [9]. It is not an 

exaggeration to claim that internet commerce has permitted the preservation of various businesses 

across the world, along with different personal and public services [10]. During the 

Coronavirus crisis, new insights and concerns emerged because of the dependency on e-commerce 

procedures and practices.  
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Figure 2: U.S retail landscape during first half of 2020 in billions 
Retrieved from: Digital Commerce 360 analysis of US Department of Commerce data 

 

According to the U.S Department of Commerce data, e-commerce sales increased by 30.1% from 

December 2019 to June 2020, which coincides with the beginning of the COVID-19 crisis. As 

clearly illustrated, the web penetration increased by 18.6%, which proves that the pandemic pushed 

people to rely more on online services that do not require social interaction, especially since many 

individuals were quarantined in their homes. On the other hand, total retail sales increased only by 

4%, explaining that everyday purchases like food, clothes, and entertainment were relocated 

online. 

1.2.2. Artificial Intelligence (AI) Tools 

Artificial intelligence, commonly known as AI, is among the most diverse and successful 

disciplines of computer science currently, including the creation and construction of intelligent 

machines [11]. These intelligent machines are designed to be capable of doing things that human 

intellect is capable of executing. AI Changes in the economic environment are bringing 

improvements that will increase customers' and entrepreneurs' profit [12]. It is gathering steam in 

the corporate world, particularly in business administration, financial management, and sales [13]. 

Generally, AI generates great possibilities, leading to significant changes in the broader economic 

structures. For example, it leads to the quick discovery of large data patterns and enhances 

good design to satisfy the demands and desires of clients [14]. The rising usage of AI is 

enhancing the efficiency and quality of services and products, which is beneficial to commerce 

[15]. 
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The majority of e-commerce businesses and online financial platforms use chatbots to boost 

customers' utility and deliver quality services [16]. These chatbots are created through artificial 

intelligence techniques. They have the ability to behave like humans. These chatbots have the 

potential to learn; depending on the existence of previous data, they can come up with the best 

recommendations for clients [16]. AI is also useful in cybersecurity. Its techniques are sensitive 

enough to identify system weaknesses and offer appropriate security solutions to maintain the 

security of the e-commerce platform. Financial institutions find AI tools positive when it comes 

to fraud detection and prevention [16]. 

 

1.3. Risk Management Using RSA in E-commerce: 

E-commerce has provided customers all around the globe with reduced transaction costs and a 

more efficient style of business. As the popularity of electronic commerce grows, so does the 

chance of it being impacted by disasters. The security of online services is critical for any kind of 

electronic business. Every e-commerce website that wishes to achieve a competitive edge should 

have a robust and thorough security policy in place for its clients so that their information is secure 

and protected. Customers must provide confidential data when doing online transactions, putting 

them at risk. 

RSA is extensively utilized for secure information transfer and was amongst the earliest viable 

public-key cryptosystems. RSA is an acronym named after its developers, Rivest, Shamir, and 

Adleman, who developed the RSA public key cryptosystem while working as professors at the 

Massachusetts Institute of Technology [17]. The RSA cryptography algorithm is an asymmetric 

public key cryptosystem that takes advantage of the idea that while it is simple to multiply two 

huge prime numbers, it is extremely challenging to factor the output back to get the same 

multiplied numbers [17]. For example, it is simple to calculate the multiplication of 102121 and 

21011 on paper [17]. When done by hand, though, factoring 2145664331 is quite tough. The RSA 

algorithms are heavily based on theoretical number theory, and they use concepts like prime 

numbers to help them work. 

The diagram below shows how asymmetric cryptography functions: 
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Figure 3: The functioning of asymmetric key cryptography 
Retrieved from: https://www.twilio.com/blog/what-is-public-key-cryptography 

 

In the following figure [17], the RSA algorithm makes sure that the keys are completely safe. The 

first step is to generate the keys, which is accomplished by picking two big prime numbers, “a” 

and “b”. The prime numbers must be big enough so that they are hard to decode. The product of 

the two integers is then computed:  

𝑛 = 𝑎 × 𝑏. 

Following that, the totient function (an arithmetic function that calculates the number of positive 

integers less than or equal to n that are relatively prime to nggh) is calculated: 

∅(𝑛) = (𝑎 − 1)(𝑏 − 1). 

Next, a number “e” is chosen while ensuring that it is co-prime (divided only by 1) to ∅(𝒏) and 

𝟏 < 𝒆 < ∅(𝒏) . Then, the public key is formed by the pair (n, e). The final step in key generation 

is to form the private key. This later is made up by the pair (n,d) such that:   

𝑒. 𝑑 = 1𝑚𝑜𝑑∅(𝑛) 

The second step is encryption [17]. Considering a plaintext P in the form of a number, the 

ciphertext C is computed as follows: 

𝐶 = 𝑃𝑒 𝑚𝑜𝑑 𝑛 

The third and last step is decryption through which the plaintext may be obtained by using secret 

key (n,d): 

𝑃 = 𝐶𝑒 𝑚𝑜𝑑 𝑛 

The RSA algorithm has been accompanying e-commerce and securing most online transactions 

since 2000. The figure below represents the major innovations and contributions of RSA to the e-

commerce field including the protection of 700 million transactions and the prevention of 26 

billion dollars’ worth of losses to fraud [17]. 

https://www.twilio.com/blog/what-is-public-key-cryptography
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Figure 4: The most important contributions of the RSA to the security of e-commerce 

Retrieved from: https://pyxl.com/blog/the-past-present-and-future-of-ecommerce/ 

 

1.4. Challenges of E-commerce: Credit Card Fraud 

Because of advancements in e-commerce systems and communication technology, credit cards 

have become one of the most common modes of payment for both normal and online transactions; 

as a result, fraud associated with such a method of payment has increased massively [18]. Each 

year, unauthorized credit card payments cause significant losses to businesses and individuals. On 

the other hand, fraudsters are always looking for new technological techniques to perpetrate fraud. 

That is why fraud identification of online transactions has become an important issue impacting 

the increased use of e-commerce [18]. As a result, accurate and precise methods of credit card 

fraud detection are required. 

 

https://pyxl.com/blog/the-past-present-and-future-of-ecommerce/


 
 

7 
 

 

Figure 5: Top 5 fraudulent environment in the world in 2021 
Retrieved from: Finance Online 2021 

 

In 2021, 54% of American consumers were victims of fraudulent activities online. There are more 

and more people who shop online because it's easier and more convenient than going to the store. 

Global retail electronic commerce revenues are expected to reach $4.9 trillion by 2021, which isn't 

very surprising. Nevertheless, it can be expected that worldwide fraudulent transactions are on the 

climb, which will cost e-businesses $40.62 billion worth of losses by 2027 [19]. Fraudulent 

transactions around the world rose from $9.84 billion in 2011 to $32.39 billion in 2020 [19]. 

Thus, credit card fraud costs billions of dollars due to the absence of adequate fraud 

detection mechanisms [20], which can be committed in a variety of ways. They are usually divided 

into three types: classic card-related frauds, merchant-related scams, and Internet frauds [21]. To 

better deal with this issue, deep learning techniques will be adopted to build an effective model 

that is able to detect credit card fraud based on specific input data. 

 

1.5. Deep Learning and Finance: 

Financial detection challenges are both practically and theoretically fascinating. They are also 

intimidating. According to the theory, a considerable amount of important information related to 

financial prediction issues may be dispersed among accessible economic data. An assumption that 

is backed up by the numerous divergent information sources that are monitored for indications of 

stock price fluctuations, for instance. It is challenging to deal with such a diverse set of data 

sources. The accumulation of theoretically pertinent data is massive, yet the significance of the 

information and the complicated non-linear connections in the dataset are not adequately 
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characterized by financial economic hypothesis [22]. This leads to a slew of detection analytics, 

many of which have no theoretical foundation and are prone to over-fitting. Once this occurs, the 

model is unable to successfully execute the unseen data, therefore negating its objective. What is 

required is a technique capable of learning the complicated characteristics of the input dataset that 

results in accurate predictions and classification of the desired output parameters. One of the deep 

learning decision algorithms for financial prediction and classification tasks will be explored in 

this project as it has demonstrated effective performance in the finance field [22]. 

1.6. Background and Terminologies: 

1.6.1. Machine Learning 

In data processing, machine learning is a way to automate the development of analytical 

algorithms. In this field of AI, computers are taught to "learn," spot patterns, and implement 

decisions on their own with the least amount of human interaction possible. It's possible to use 

machine learning predictive algorithms in several contexts [33]. A model's training and 

testing process will vary depending on the task and the available data. There are two main 

approaches to building a machine learning algorithm: supervised and unsupervised. Training 

methods and training data requirements vary amongst models. Because supervised and 

unsupervised learning models have distinct advantages and disadvantages, the problems they must 

solve will be distinct as well. It's critical to grasp the fundamental distinctions between the two 

approaches [33]. During the training process of the machine learning model, supervised 

algorithms need labeled input and output data. To categorize and predict classes, for instance, for 

external datasets, the model must first understand the link between input and output data [34]. 

Unsupervised machine learning algorithms are trained on raw and unlabeled data. It is usually 

employed to detect patterns in raw data, or to group comparable data into a certain variety of 

groups. It is often utilized in this manner. In the early stages of experiments, it is often used to get 

a better understanding of the datasets [34]. 

1.6.2. Deep Learning: 

Deep learning is a branch of machine learning that is a subset of artificial intelligence and is an 

effective three or more-layered neural network. Such neural networks seek to imitate the activity 

of the human nervous system, although with limited success, permitting them to "learn" from 

enormous volumes of input data [23]. Whereas a single-layer neural network may still produce 

accurate classifications, more hidden layers can further the optimization and improve the accuracy. 

Classical deep learning models are not able to detect patterns from data without human 
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interference. However, deep learning algorithms are built in such a way that they can simply learn 

from raw data through training. [23] When they are given a lot of data, their accuracy improves a 

lot. 

Neural networks are systems made up of interconnected units that resemble the neurons in 

our nervous system as shown in figure 6 [23]. That means that those systems can find hidden 

patterns and connections in data, and more important, neural networks can learn and be trained. 

 

 

Figure 6: A neural network containing 5 hidden layers 
Retrieved from: https://www.researchgate.net/figure/Deep-Neural-Network-architecture_fig1_330120030 

 

1.6.3. Deep Learning Architecture 

Deep learning is mostly used to generate a classifier or predictor of an output 𝑌 from high-

dimensional input data X. The learning step is modeled as an input-output mapping 𝑌 =  𝐹(𝑋), 

where 𝑋 =  (𝑋1, . . . , 𝑋𝑝), and the predictor is labeled as follows: �̂�(𝑋) ∶=  𝐹 (𝑋). Deep learning 

is distinguished by its capacity to transfer learnt characteristics over several layers. It employs 

hierarchical predictors, which are made up of 𝐿 (numbers of layers) non-linear iterations performed 

on the input 𝑋. All of these layers (𝐿) represent a distinct layer. The built system is capable of 

learning numerous properties and extracting from features to factors through the multiple layers 

of the network. 
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For every one of the L layers, 𝑓1, . . . , 𝑓𝐿 are defined as activation functions. Non-linear 

transformations of weighted data are done through the activation functions. The activation rule is 

developed as follow: 

 

Considering the number of layers (𝐿), the predictor can be written as the composite map: 

 

The 𝑙 − 𝑡ℎ layer of neural networks is denoted as 𝑍𝑙 , implying that the input 𝑋 =  𝑍𝑙 and the very 

last layer reflects the return 𝑌, the which can take the be either classifiers or numerical values. The 

classification or prediction rule can be expressed using this architecture: 

 

𝑊𝐿 denotes the weight matrices, while 𝑏𝑙  represents the activation layers, and 𝑍𝑙 the hidden 

features retrieved by the algorithms. The activation function plays a fundamental role. The better 

it is, the better is the desired output. 

1.6.4. The Learning Process of NN: 

The capacity of artificial neural networks (ANN) to learn is what distinguishes them. They are 

created in such a way that uses what is known as a 'learning rule.' This later changes the weights 

between the layers based on the input data fed to it. This learning process may be understood as a 

monitored procedure that is repeated with every iteration known as 'epoch'. In other words, as the 

neural network takes new inputs, it estimates the prospective output and finally matches it to the 

real result. Backpropagation refers to the backwards error which is represented by suitable 

alterations and modifications to the connection weights [24]. Neural networks learn by altering 

and updating the previously established weights 𝑊 and bias 𝑏 parameters to minimize the error, 
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which is known as the loss function. This is done by using the gradient descent method, which can 

help with the development of the best minimum function [24].  

                                     

The gradient term 
𝜕𝐿

𝜕𝑊
 is a partial derivation of the loss function regarding the weight component. 

This sets the pace at which the loss varies in reaction to variations in the weight element [24]. 

Although most types of neural networks share the same concept of mathematics, they are different. 

For instance, traditional neural networks do not have the ability to persist data from the past. In 

other words, they cannot make prediction because they can’t remember historical data and detect 

patters based on it. There is a distinct type of neural networks that was designed to deal with this 

kind of issues: Recurrent Neural Networks [25]. 

1.6.5. Long Short-Term Memory (LSTM) 

LSTM is part of the recurrent neural network. They are algorithms that were created primarily to 

address the issue of long-term dependency that recurrent RNNs suffer from. Recurrent neural 

networks do not have the ability to persist information when the gap between it and the place where 

it is needed is large. LSTMs feature feedback connections, which differ from traditional neural 

networks in that data information flows in only one direction. This trait allows LSTMs to handle 

complete data sequences without considering each input individually and independently. 

However, rather than preserving important information about historical data in the sequence to 

assist in the processing of new data inputs, Thus, LSTMs excel in analyzing and 

processing sequences of data [26]. 

1.6.6. LSTM Architecture 

A classical LSTM contains three gates: a forget gate, an input gate, and an output gate that regulate 

how data in a sequence enters, is retained in, and exits the network. These gates may be considered 

as filters, such that each one is its own distinctive neural network. The figure below represents an 

LSTM cell that takes an input from the left and delivers an output to the right [25]. 

such that  is the learning rate.  
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Figure 7: A classical LSTM network 
Retrieved from: https://towardsdatascience.com/lstm-networks-a-detailed-explanation-8fae6aefc7f9 

 

LSTMs can persist data thanks to the cell state (the long short-term memory of the network). It is 

the horizontal line through which information can flow easily from one neural network to the other, 

and it contains all the selected data from the past. 

The first layer in an LSTM model is the forget gate layer. It is nothing but a sigmoid activation 

function that takes the previous hidden state and the input data and converts them to input values 

between "0" and "1". This gate determines which It determines what parts of the network's cell 

state are relevant given prior inputs. In other words, it decides which information to get rid of. If 

the activation function outputs a "0", it means the information should be deleted from the cell state. 

While "1" implies keeping the information in the cell state [25]. The process is done through the 

following relationship, where 𝑊𝑓 and 𝑏𝑓 are the weight and bias: 

 

The second gate determines what new information will be stored in the long short-term memory. 

The tanh is an activation function that creates the new memory network. It is an algorithm that has 

been trained to combine the two inputs to come up with a "new memory update vector" [25]. This 

is how it works: 
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However, the new memory update vector does recognize which information is worth retaining. 

Thus, the input gate acts like a filter to determine the most important parts to remember [26]. It 

functions just like the forget gate through a sigmoid function: 

 

When the network knows which information to throw away and which new information to add, it 

should update the cell state. To update it, the old cell state should be multiplied by the forget gate 

to forget the information. Then the multiplication of the new memory vector by the input gate 

should be added to get the current cell state [26]: 

 

The output layer determines the new hidden state. This decision is based on the previous hidden 

state, the new input, and the current cell state. Initially, a sigmoid function is used to determine 

which bits of the current long short-term memory will be output. The cell state is then sent via tanh 

and multiplied by the previous activation function output [26].  

                  

 

 

 

 

 

 

 

 

 

 

 

 

Where ht is the new hidden state 



 
 

14 
 

CHAPTER 2: DATA AND METHODOLOGY  
 

2.1. Coding: 

Machine learning models are distinct from those involving standard software development. ML-

based initiatives need a different technological stack, a different set of capacities, and a different 

level of research [36]. One must select a programming language that is robust, adaptable, and has 

accessible tools in order to achieve great accuracy and consistency in the model. Python is the 

programming language that combines all that has been mentioned [35]. Being the most used 

language in the field of artificial intelligence, Python has an extensive library. Pre-written code 

fragments enable the user to accomplish a certain function or a variety of other tasks. So that 

programmers don't have to build their own code from scratch each time, Python offers a library of 

basic elements [36]. Accessing, analyzing, and transforming data for deep learning are perfectly 

handled by Python libraries. Below are the most important libraries used in this project: 

• Scikit-learn provides a basic understanding of machine learning models such as clustering, 

regression, and classification, as well as linear regression [35]. 

• Keras is a deep learning framework. In it, it makes use of the GPU and CPU to perform 

computations and prototyping efficiently in a short period of time [35]. 

• On the given dataset, TensorFlow is employed to construct, train, test, and use artificial 

neural networks to build an accurate and precise model [35]. 

2.2. Data Description 

Due to the high sensitivity of credit card transaction data, online platforms provide few reliable 

datasets. The dataset used in this experiment was retrieved from Kaggle.com and was widely used 

to test a variety of machine learning models on fraud detection. It includes online credit card 

payments that occurred over the course of two days in September 2013. The transactions in the 

dataset belong to European citizens, and they contain a combination of genuine and fraudulent 

transactions. In total, there are 284,807 online payments, of which 492 are fraudulent. In other 

words, out of all the online transactions made in the two days, fraud represents 0.172%, which 

demonstrates the significant imbalance in the dataset. Unfortunately, owing to security concerns, 

it is neither possible to disclose the dataset's features nor additional important details. The major 

parts transformed by PCA are features from V1 to V28. Only two variables have not been 

transformed: time and amount. The time feature represents the number of seconds that have passed 
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since the first transaction was committed to commit the second fraudulent transaction. The class 

characteristic is binary: either 0 (no fraud) or 1 (fraud). 

The dataset used is characterized by an unbalanced distribution of classes such that fraudulent 

transactions represent only 0.172% of the total. This uneven distribution leads the performance of 

the classification model to decline [27]. Machine learning and deep learning algorithms cannot 

successfully learn about the two classes when the data is highly imbalanced. Because the model 

will be biased towards the class representing the majority, in this case, the algorithm will be biased 

toward genuine transactions while neglecting the importance of the fraudulent class [27]. Figures 

8 and 9 help visualize the imbalance issue: 

 

Figure 8: Unbalanced Class distribution in the dataset 

 

Figure 8: Unbalanced Class distribution in the dataset 

To solve the problem of imbalance in the dataset, the SMOTE method is used to improve the 

performance of the proposed model. 

 

2.3. Data Pre-processing: 

         2.3.1. Synthetic Minority over Sampling Technique (SMOTE) 

The goal behind using SMOTE is to create artificial data that corresponds to the minority class 

and thus increase its size. That is called "Synthetic Oversampling." To create new data that belongs 

to the fraud class that our minority belongs to, the following process is described below: 

1. Lines are constructed between a fraudulent data point and its nearest neighbor. 
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2. The difference between the point and its nearest neighbor is determined. 

3. The difference is multiplied by any number in the range of (0,1). 

4. The result is added to the fraudulent data point. 

5. A new point is added to the line segment and thus added to the dataset. 

In order to achieve equality between the majority and minority classes, this process is repeated 

through the SMOTE function available in the imblearn library: 

 

Figure 9: Balancing classes using SMOTE on Python 

 

Figure 10: Shape of data classes after minority oversampling 

The graph below shows that the binary classes are now balanced and ready to be delivered to the 

next preprocessing step. 

 

Figure 11: Class distribution in the dataset after SMOTE 

The SMOTE is a common way to deal with problems caused by an imbalance in the number of 

classifications in a dataset [28]. 
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         2.3.2. Data Normalization 

Feature normalization is a method that is frequently used in the preprocessing part because it has 

shown great effects on the predictive power of the model [29]. Its purpose is to convert the 

numerical features in the column of a dataset to a common scale while preserving the differences 

in ranges [29]. The dataset used in this project has 30 features, each following a different scale. 

For instance, the feature "Time" ranges between 0 and 175000 seconds, while the feature 

"Amount" lies between 0 and 25000 dollars. Looking at the difference between the two features, 

it might seem like time is more important and thus has more impact on the model's performance. 

However, that is due to the difference in scale and nothing more. The scatter plots below show that 

the feature "Amount" is more important according to its distribution with respect to the class. 

Unlike the feature "Time", which has a wider range but does not seem to be important based on its 

distribution. 

 

Figure 12: ‘Amount’ feature distribution based on class 

 

Figure 13: ‘Time’ feature distribution based on class 
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Therefore, in order to lower the impact of features with wide ranges on the model’s performance, 

we need to apply a common scale to all 30 features.  

 

Figure 14: Amount of Transaction in dollars per unit time in seconds 

The figure above illustrates the confusion caused by the difference in scale. The few transactions 

that amount to between 15000 and 25000 might not be given importance. Several techniques 

transform data into a common scale without changing differences in the range. In this project, the 

Z-score normalization, which is also known as "Data Standardization," will be employed. Its main 

function is to scale features so that they follow the following condition: mean=1 and standard 

deviation(sd)= 1 through: 

 

 

After normalizing all features, the data will follow the same scale, which will decrease the 

probability of the model being biased towards the features that have large values due to the 

differences in scales. 

2.4. Classification models 

         2.4.1. LSMT model using SMOTE 

As mentioned in the literature review, the model trained to detect credit card fraud is an LSTM 

model. It is a deep learning model that relies on artificial recurrent neural networks. This type of 

neural network exists to imitate the human neural system as efficiently as possible. It has the ability 
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to persist with data from the past and thus detect distinct patterns that can make accurate 

predictions after training. 

Before building an LSMT model, we first need to split the balanced and normalized data into 

training and testing. In our case, we chose to train 70%, which is equivalent to 398041 transactions, 

and test 30%, which represents 170589 transactions. Each set contains all the 30 features. 

 

Figure 15: Splitting Data into training and testing and shape of each sample 

               2.4.1.1.  Building the LSTM model 

Until now, the input shape we have had for training and testing is 2-dimensional. However, LSTM 

models require a 3-dimensional input shape (samples, timesteps, and features). To solve this issue, 

we will reshape the input by adding timesteps = 1. When interpreting the present time step input, 

the model will keep track of what the algorithm saw in the preceding time step. 

 

Figure 16: Reshape input of the LSTM model from 2D to 3D 

Our LSTM model was built using Keras as a library. It consists of two LSTM layers: one dense 

layer, one dropout layer, and one output layer. The first LSTM layers have 50 hidden layers and 

output the full sequence through return_sequence=true. There is no set number of hidden 

layers that must be used. However, one should keep adjusting and modifying the number of hidden 

layers until achieving the highest accuracy [31]. The output of the LSTM layer is then sent to the 

first dense layer, which is the most employed layer in LSTM models as it increases the overall 

model’s accuracy [31]. It is essentially a layer in which every neuron takes inputs from all the cells 

in the preceding layer to become "densely connected" [31]. The output of the dense layer goes 

through an activation function that determines whether the output should be delivered to the next 
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layer or not. There are several activation functions that can be used. However, we used the sigmoid 

function activation function because it is the most appropriate for binary predictions [32]. 

 

Figure 17: Different activation functions  
Retrieved from: https://www.v7labs.com/blog/neural-networks-activation-functions 

 

The output of the dense layer is delivered to the dropout layer in order to reduce overfitting by 

dropping 30% of neurons in the hidden state and improve the performance of the model by 

increasing its accuracy during training. Finally, the regulated output enters the actual output layer 

(a dense layer) that reduces the input into one dimension and uses the sigmoid function to output 

the class of each transaction. The figure below is a screenshot of the LSTM model explained: 



 
 

21 
 

 

Figure 18: LSTM model layers built on Python 

               2.4.1.2.  Compiling the LSTM model 

Before moving to the training step, the LSTM model built above needs to be compiled by defining 

a loss function, which is used to determine errors and deviations in the learning process of the 

model. For this project, we have chosen to use the binary crossentropy loss function since we are 

dealing with a binary classification: 

 

In addition to a loss function, the model needs an optimizer that minimizes the loss function by 

adjusting the input weights and biases. The optimizer used in this project is called “Adam”. We 

are using it because state of the art indicates that Adam’s functioning is better than classical 

optimization methods such as Gradient Descent in practice [30]. We also need a metric that 

measures the performance of the model. We have selected “accuracy” because it determines the 

percentage of correct predictions out of all the predictions made. However, in the following 

chapter, we will use other metrics to evaluate the performance of the project. 

 

Figure 19: Compiling the LSTM model 
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               2.4.1.3.  Training the LSTM model 

During the training process, there are hyperparameters that affect the model’s performance quality. 

They include the number of neurons, type of optimizer, number of epochs, and batch size. After 

several tuning trials, we reached the maximum accuracy using: 

o Number of neurons (hidden layers): 50 units  

o Optimizer: Adam 

o Number of epochs specifies the number of full repetitions of the sample to be run: 100  

o Batch size specifies the number of transactions to operate before updating the algorithm's 

internal parameters: 20000 

 

Figure 20: Training the LSTM model 

After training the model, an accuracy of 99.96% was achieved, and the loss value decreased to 

0.0035. 

 

Figure 21: Last 5 epochs post-training results: loss and accuracy 

The model learns or is trained by altering and updating the previously established weights 𝑊 and 

biases 𝑏 to minimize the error obtained by the loss function. This is accomplished using the Adam 

optimizer, which can contribute to the development of the optimal minimum error. After training 

the model successfully, the same sample is tested to determine the estimated accuracy of the model 

on unseen data. The LSTM model trained 70% of the transactions in the dataset by predicting the 

class of each transaction within the sample and comparing it to the original class. The graph below 

illustrates the good performance of the model on trained data, as 99.9% of trained transactions 

were correctly predicted. While the error was reduced from 0.6707 to 0. 0035. We can say that by 
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now the model should have detected a pattern that distinguishes fraudulent transactions within a 

dataset. 

  

Figure 22: Accuracy of the training sample after the training process 

 

Figure 23: Loss and accuracy percentages of trained data 

In the next step, the model will be given the test set to generate predictions. Predictions will be 

compared to the actual classes in Chapter 3 in order to evaluate the overall performance of the 

LSTM model. 

               2.4.1.4.  Predict probabilities for test set 

In the prediction part, 170 589 transactions will be fed to the LSTM model (only features without 

class). The model will predict the class of each transaction through the function predict available 

on Keras. The variable y_pred is a 1-dimension array that includes 170 589 class predictions. 

 

 

 Figure 24: Predictions Resulted testing the LSTM model with SMOTE on test set 
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         2.4.2.  LSMT model without SMOTE 
To prove that the LSTM model performs well when classes are balanced. We will train and test 

the model with the original unbalanced data: 

o Fraudulent transactions: 492 

o True transactions:  284315 

              2.4.2.1.  Training the LSTM model 
This is how it worked: After training and building the model with the same parameters, the model 

was 99.4% accurate and the loss value was only 0.0052. 

 

Figure 25: Last 5 epochs post-training results: loss and accuracy of the LSTM without SMOTE 

model 

The LSTM model trained 199364 (70%) transactions out of 284807. The graph below shows the 

development of accuracy and loss throughout the training process. Although the LSTM without 

SMOTE showed almost the same accuracy as with the SMOTE technique, we should not rely on 

accuracy as the only evaluation metric. 
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Figure 26: Loss and accuracy percentages of trained data without SMOTE 

              2.4.2.2.  Predict probabilities for test set 

 In the predicting part, 85443 (30%) transactions will be fed to the model (only features without 

class). The model predicted the class of each transaction through the function predictor available 

on Keras. The variable y_pred is a 1-dimension array that includes 170 589 class predictions. 

 

 Figure 27: Predictions Resulted from the use of LSTM model without SMOTE on test set 

We have predictions from the LSTM model with SMOTE and without SMOTE. In chapter 3, we 

will compare the two results with a classical approach that is widely employed. 
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CHAPTER 3: COMPARATIVE STUDY WITH A CLASSICAL 

APPROACH 
 

3.1. Classical Model: Logistic Regression 

         3.1.1. Logistic Regression Overview 

Binary Logistic Regression is a widely used machine learning technique that is used to predict 

binary events, such as detecting credit card fraud. It is a statistical technique that uses a logistic 

sigmoid function to represent a binary outcome event. Logistic regression is nothing but 

transforming the linear relationship between the input and output into a binary relationship that 

can only give two possible outputs. The linear relationship is expressed through: 

𝑃 = 𝛽0 + 𝛽1𝑥 

Assume we're using probabilities "P" rather than an output "y". There will be a problem, the 

probability value will either surpass 1 or go beneath 0, knowing that the distribution of probability 

is (0-1). To solve this problem, we will use a sigmoid function and give it the probability "P" as 

an input. 

𝑝 =
1

1 + 𝑒−𝑃(𝑥)
 

The sigmoid function, also known as the logistic function, graph is shown below. It squeezed the 

linear output to fit into an S-curve such that:  

o If 𝑝 ≥ 0.5 the output is 1 

o If 𝑝 ≥ 0.5 the output is 0 

 

Figure 28: Difference between linear and logistic regression 
Retrieved from: https://www.analyticsvidhya.com/blog/2020/12/beginners-take-how-logistic-regression-is-related-to-linear-regression/ 
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However, in order to find the best curve that fits into our dataset, we need to train the weights and 

biases of each feature. To do so we will use a cost function that determines how the logistic 

regression model is predicting compared to the original given classes in the dataset, and that 

represents an error within each prediction. The cost function used is the Binary Crossentropy loss 

function: 

 

If the original value 𝑦𝑖 = 0, and the predicted value �̂� = 0, then the lass value will be low. 

However, If the original value 𝑦𝑖 = 0, and the predicted value �̂� = 1, then the lass value will be 

high. Therefore, to minimize the cost function, the Gradient Descent is employed to adjust weights 

and biases and thus decrease the loss.  

 

Figure 29: Initial weight adjustment using Gradient Descent 
Retrieved from: https://medium.com/@ayushch612/gradient-descent-slope-3949df5dab5b 

 

The weights and bias are adjusted to minimize the cost function through the following formulas 

such that ∝ is the learning rate, and (
𝜕𝐿𝑜𝑠𝑠

𝜕𝑤𝑖
) is the slope of the graph: 

𝑤 = 𝑤𝑖−∝ (
𝜕𝐿𝑜𝑠𝑠

𝜕𝑤𝑖
)     and     𝑏 = 𝑏𝑖−∝ (

𝜕𝐿𝑜𝑠𝑠

𝜕𝑏𝑖
) 

https://medium.com/@ayushch612/gradient-descent-slope-3949df5dab5b
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If the slope is negative, the weight is increased by a small amount to the right. Otherwise, the 

weight is decreased by a small amount until the local minima is found. The same thing is done to 

adjust the bias "b". 

 

         3.1.2. Logistic Regression: Training and Testing 

 

Figure 30: Logistic regression model built on Python 

It is simple to build a regression model in Python. The model achieved a training accuracy of 98%. 

 

Figure 31: Training accuracy of the logistic regression model 

After training the logistic regression model successfully, we will predict classes of the test set: 

 

             Figure 32: Predictions Resulted from logistic regression model on test set 

3.2. Model Evaluation 
To evaluate the models’ performance on the test set, several performance metrics will be used. 

Taking into account the credit card fraud detection task addressed in this project, the terms listed 

below will be defined:  

• True Positive (TP): A fraudulent transaction has been predicted by the LSTM model as 

being fraudulent. 

• False Positive (FP): A genuine transaction has been incorrectly predicted as a fraudulent 

one. 

• True Negative (TN): A genuine transaction has been predicted as non-fraudulent by the 

model. 
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• False Negative (FN): A fraudulent transaction has been incorrectly predicted by the non-

fraudulent party. 

 

         3.2.1. Accuracy 

Accuracy measures the percentage of correctly predicted classes through the following formula 

such that: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁
 

 

Accuracy is a strong performance metric when data is evenly distributed across or balanced. In our 

case, a well-balanced dataset is one that has about equal numbers of genuine and 

fraudulent transactions. A high accuracy suggests that the model produces a large number of 

accurate predictions, given the balanced dataset. However, when high accuracy is achieved with 

an unbalanced dataset, further evaluation is required. 

         3.2.2. Precision 

Precision is the number of correctly predicted fraudulent transactions (true positives) out of all 

positives (true positives and false positives). 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 

Evaluating how reliable predictions are may be quantified by looking at their precision. By 

reducing the number of false positives, great precision may be attained. Precision is important 

when it is critical to reduce false positives for a particular classification. 

         3.2.3. Recall: 

Recall is the number of correctly predicted fraudulent transactions (true positives) out of all the 

fraudulent transactions in the dataset.   

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

The more reliable the model's predictions are, the better the model's recall. Having a high recall 

means that there are fewer false negatives. As result, recall is a great predictor of how many false 

negatives the model anticipated. 
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         3.2.4. Confusion Matrix: 
Considering the credit card fraud detection task, the confusion matrix is a 2 x 2 matrix that will be 

used to evaluate the quality of the three models. The matrix is simply a table that compares the 

model's predictions to the actual classes by performing the following calculations: 

𝑇𝑃 𝑅𝑎𝑡𝑒 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 × 100 

𝐹𝑃 𝑅𝑎𝑡𝑒 =  
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 × 100 

𝑇𝑁 𝑅𝑎𝑡𝑒 =  
𝑇𝑁

𝑇𝑁 + 𝐹𝑁
 × 100 

𝐹𝑁 𝑅𝑎𝑡𝑒 =  
𝐹𝑁

𝑇𝑃 + 𝐹𝑁
 × 100 

False negatives, as explained above, happen when a transaction is originally fraudulent but has 

been predicted as normal. It is the most problematic term, as it allows a fraudulent transaction to 

occur. Therefore, the false negative rate should be calculated for each model. 

3.3. Experimental Results 

Because the dataset in the LSTM with SMOTE and logistic regression is balanced, accuracy is 

used to assess the proportion of correctly predicted classes. Recall is strongly taken into account 

as it evaluates the model’s capacity to recognize fraudulent transactions. While, precision permits 

us to measure the percentage of correctly predicted fraudulent transactions out of all transactions 

that were predicted to be fraudulent. Having a poor recall implies that the algorithm perceives a 

significant number of fraudulent transactions as genuine, which is dangerous because it means that 

a substantial proportion of fraud will be allowed. Having a low precision score also means that the 

model thinks that many non-fraudulent transactions are fraudulent, which is bad because it means 

that a lot of customers will be blocked even if they are the right cardholders. 

The table below shows the performance of each model: 

 

Model  LSTM with SMOTE LSTM without SMOTE Logistic Regression 

Accuracy 99.94 % 99.94% 98.07 % 

Precision 99.88 % 89.91 % 

 

99.17 % 

 

Recall 99.99 % 72.05 % 

 

96.96 % 

 

FN Rate 0.0035 % 27.94 % 3.03 % 



 
 

31 
 

 Table 1: Performance metrics attained on class prediction for the three models 

The table below summarizes the results of the confusion matrix for each model: 

Model  LSTM with SMOTE LSTM without SMOTE Logistic Regression 

TP Rate 99.99 % 72.05 % 96. 96 % 

FP Rate 0.11% 0.02 % 0.81 % 

TN Rate 99.88 % 99. 98 % 99.18 

FN Rate 0.0035 % 27.94 % 3.03 % 

Table 2: Confusion matrix summary for each model 

 

When evaluating the LSTM model without SMOTE, we did not take into consideration the 

accuracy metric because it gives misleading scores when the dataset is not balanced. However, the 

LSTM with SMOTE correctly predicted 99.94% of all transactions present in the test set dataset, 

which is very promising. On the other hand, high precision implies low false positives, and the 

most precise model is the LSTM with SMOTE, followed by logistic regression, then LSTM 

without SMOTE. Finally, having a high recall means that there are fewer false negatives. The 

LSTM with SMOTE ranked first with a false negative rate of 0.0035%, followed by logistic 

regression, and then the LSTM without SMOTE. 

Considering the results obtained, we proved that the LSTM model works very well when it is 

trained on balanced datasets. Otherwise, its performance on unseen data will result in a high false 

negative rate and false positive rate. 

Also, we can conclude that the deep learning model: LSTM achieved great performance when 

compared to a classical machine learning classification model. 
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Chapter 4: STEEPLE Analysis 
 

4.1. Political 

Credit card fraud is happening across various countries, which damages the type of political 

environment and increases political system risks. The project of Online Credit Card Fraud 

Detection can closely analyze the political factors before being implemented, such as political 

stability and the significance of the credit services industry, financial trade laws and tariffs, credit 

services regulations, and financial safety regulations. 

4.2. Economic 

Because of the current economic situation after COVID-19, businesses have had to drastically 

reorganize their market strategies. In addition, when earnings declined, they were forced to 

restructure internally and reconsider how to join the industry again. Business circumstances have 

the greatest impact on a corporation, whatever the industry. As profits have already decreased, 

online companies cannot continue to record losses due to the fraud coming from online 

transactions. 

4.3. Social 

One fraudulent transaction could put an entire online business at risk. Years of hard work are 

destroyed when fraud is committed, and once the image of the company deteriorates, the number 

of customers will decrease exponentially. For these reasons, more businesses should adopt a fraud 

detection technique to keep their social reputation on the roof. 

4.4. Technological 

In the last decade, technological advances have played a fundamental role in creating ease. 

However, with technological advancements, fraud has increased. In this project, the technology of 

deep learning will allow access to a more advanced technique that has increased performance in 

terms of accuracy. 

4.5. Legal 

Legal factors specifically address customer safety regulations. Some businesses are created to 

commit fraud on purpose. There will be new rules in the future to keep people from being victims 

of these crimes. This project is the first step. 

4.6. Environmental 

This project does not have environmental factors. 
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CONCLUSION AND FUTURE WORK 
 

An LSTM model was developed in this capstone project to accurately detect fraud in online credit 

card transactions. This model demonstrated impressive performance when compared to a classical 

machine learning approach thanks to its ability to detect and learn patterns within a dataset. 

Through this binary classification project, we proved that the performance of the LSMT model on 

a classification issue depends heavily on the preprocessing step. The dataset used contains online 

credit card transactions that occurred over the course of two days in September 2013. The 

transactions in the dataset belong to European citizens, and they contain a total of 284,807 

payments with a combination of genuine and fraudulent transactions. However, the fraudulent 

class was no more than 0.172%. To achieve maximum accuracy, precision, and recall, we had to 

balance the classes by creating synthetic points using the SMOTE. With a recall of 99.99% and 

precision of 99.88%, the LSTM model yielded the best results. Future work associated with this 

project is to achieve a 100% accuracy, precision, and recall by studying the hyperparameters of 

the model. In addition to developing and effective and efficient automated software for fraud 

detection that can be integrated in all e-commerce platforms. 
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APPENDICES 
Appendix A: Confusion Matrix for each model 

 

 

 

Figure 33: Confusion Matrix of LSTM with SMOTE 
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Figure 34 : Confusion Matrix of Logistic Regression   

 

Figure 35: Confusion Matrix of LSTM without SMOTE 

 

 

 

 

 

 


