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ABSTRACT 

This capstone project revolves around building a crowdsourcing app for wildlife in Morocco. 

Many species are under the threat of extinction either due to human abuse or changes in their 

ecosystems. Moreover, many government agencies and civil society parties are committing to 

the national conservation efforts; however, amongst other factors, the lack of a reliable 

national dataset of wildlife observations can compromise these efforts. This is where the need 

for such a platform arises. Through this app, environmental enthusiasts such as hikers and 

researchers can contribute to a national database of wildlife encounters. That is, if a user 

happens to cross paths with a wild species, they can then document the encounter and share it 

publicly through the platform. Optimally, when a substantial number of observations is 

submitted, we will be able to know the different areas a species is inhabiting which in return 

can have some significant benefits on the national conservational efforts.  

 

Keywords: mobile application, crowdsourcing, wildlife, conservation. 
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1. INTRODUCTION 

 

Generating a country-wide dataset of species encounters could be a resources-

consuming and tedious process if done by a single entity. This would require mobilizing a 

large group of people and equipping them with the necessary tools to record wildlife 

observations, which is both inefficient and ineffective. Therefore, this is where the value of 

crowdsourcing comes to play. 

Crowdsourcing can be simply defined as engaging a crowd for a common goal; in 

this case, recording wildlife encounters. Considering that most smartphones are adequately 

equipped with the necessary functionalities to record a useful observation, and by relying on 

hikers and environmental enthusiasts as our targeted crowd, all what is needed is to create a 

platform where this process can be streamlined. 

The idea behind this mobile app is to provide a platform where users can record and 

submit their encounters with wildlife species. This includes labeling the species, recording 

the location of the encounter (by using the device location or by marking it on an integrated 

map), attaching a photo of the species (either from the camera roll or by taking a photo on the 

spot) and finally, describing the encounter’s particularities. Furthermore, users can look up 

encounters of a specific species and obtain a visual map representation of where it was 

observed by other users with the possibility of viewing and interacting (via comments) with 

each observation. This, optimally, will pour into the community aspect of the platform where 

users can help each other identify species or even correct the labeling in case of a mistake. 

This report will go over the feasibility study of the project, its STEEPLE analysis 

and its main requirements. Following this, the main project architecture and its 

implementation details are discussed before arriving at the final results and the necessary 

future work.  
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2. FEASIBILITY STUDY 

2.1. TECHNICAL FEASIBILITY 

Regarding the required technologies, and after a benchmarking process, I am intending to 

utilize all online resources to learn about them and acquaint myself with their particularities. 

Both the learning and implementation processes would, hopefully, be smooth and hassle-free 

thanks to the abundance of tutorials and the high community involvement when it comes to 

popular frameworks and libraries. Also, online forums provide solutions to most technical 

obstacles that may arise in the development or testing phases. 

 

2.2. TEMPORAL FEASIBILITY 

The learning phase and the development phase are concurrent at the moment. I am trying to 

learn and apply as I go. Since the development phase is the most time consuming, it is 

expected to take around 4 weeks followed by a week of testing. Therefore, in terms of 

temporal feasibility, it is completely doable. 

 

2.3. RESOURCES FEASIBILITY 

In terms of financial feasibility, initially, the project requires no funds as most of the 

technologies I am using are open source. Hosting costs may arise as the userbase expands; 

however, at this stage, none are expected to incur. 

As mentioned before in the technical feasibility section, the technologies stack I am using is 

open source and heavily supported by a community of developers which makes it convenient 

to use. 

  



 8 

3. STEEPLE ANALYSIS 

3.1. SOCIAL 

The social impact of this app is substantial since including the general public in 

conservational efforts will help raise a sense of awareness that can expand to span broader 

environmental issues. 

 

3.2. TECHNOLOGICAL 

This app will utilize many state-of-the-art technologies, libraries and frameworks in its 

implementation. Also, considering the main concept of the app, access to a decent android 

smartphone with a camera and a location tracking system would be necessary for users. 

 

3.3. ECONOMIC  

Since the app is not for profit, all revenues generated through the app (e.g. advertisement 

revenues) would be channeled towards hosting and maintenance costs.  

 

3.4. ECOLOGICAL 

The ecological impact of this app is the most significant. By gathering a substantial dataset of 

wildlife observations, environmentalist associations and organizations with similar goals will 

have a basis on which their actions can be built. That is, they will be able to channel their 

efforts and resources in a more targeted way. The fact that, hopefully, will increase their 

efficiency and positive impact on their chosen causes.  

 

3.5. POLITICAL 

One of the goals of this app is that associations and influential civil society actors, based on 

the datasets generated through crowdsourcing, would be able to pinpoint ecological 

imbalances (e.g. threatened species) and push for legislative actions. 

 

3.6. LEGAL 

The legal impact of the app can be tied with its political impact in terms of pushing for new 

legislations that protect endangered species. Also, the app should be in total compliance with 

national laws concerning crowdsourcing and data management. 
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3.7. ETHICAL 

Since users will entrust the app with vital information such as their geo-location, it is 

necessary that an adequate level of privacy and security is maintained. Moreover, the final 

results of animal observations will be accessible only to the concerned parties and not to the 

general public. This is mainly due to the fact that this kind of data can be used by illegal 

poachers; which would defy the purpose of the app. 
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4. REQUIREMENT SPECIFICATION 

4.1. FUNCTIONAL REQUIREMENTS 

- A user shall be able to sign up using their email address or Google account. 

- A user shall be able to login using their email address or their Google account.  

- A user shall be able to give the app the appropriate system permissions it needs 

initially (e.g. GPS and camera access). 

- A user shall be able to snap a picture of the species they have encountered and submit 

it through the platform with a classification and the coordinates of the observation 

location. 

- A user shall be able to upload pictures from their devices and pinpoint the exact 

location of the encounter on a map (in case the user didn’t have access to a 

smartphone at the moment or the GPS localization was out of reach). 

- A user shall be able to view, modify and delete their submissions through the 

platform. 

- A user shall be able to answer questions related to the species they have encountered 

(e.g. size, color, a small description) in case they couldn’t come up with a 

classification. 

- A user with a higher access privilege than the standard user will be able to visualize 

different species’ observations in the form of spots on a map or through heat maps. 

- A user shall be able to log out. 

 

4.2. NON-FUNCTIONAL REQUIREMENTS 

4.2.1. USABILITY 

- The user shall be able to acquaint themselves with the functionalities of the app in less 

than 15 minutes. 

- The app’s UI should be intuitive, clear and easy to use. 

4.2.2. PORTABILITY 

- The app should be able to run on both Android and IOS. 

4.2.3. PERFORMANCE 

- The app should be available most of the time. Its downtime should be less than 1%. 

- The app should take less than 2 seconds to open. 
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- The app should take less than 2 seconds to retrieve and display a user’s observations 

or search results. 

4.2.4. SCALABILITY 

- The app should be able to handle a fairly large number of concurrent users with no 

significant effects on the performance. 

4.2.5. CAPACITY 

- A user shall be able to submit up to 500 observations (including coordinates, pictures 

and descriptions of the species). 

4.2.6. SECURITY 

- User data should be protected, and their privacy must be secured (prohibit 

unauthorized access to data). 

- Standard users should not have access to the generated datasets. Instead, only verified 

users can have this access privilege. 
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5. PROJECT ARCHITECTURE 

 
Figure 5.1: The general architecture of the system 

 

5.1. THE CLIENT SIDE 

React Native is a framework used to build cross-platform applications. To achieve 

so, React Native compiles JavaScript code into native components (depending on the 

platform) [6]. What makes this possible is the fact that there is a separation between the 

JavaScript and the native realms, and that their only link is the bridge entity [7]. This latter is 

what utilizes the React library and transforms components into native views [6]. Furthermore, 

to satisfy the networking needs of the system, React Native provides a Fetch API [8]. This 

enables the app to load remote resources and connect to REST APIs, which is the case in this 

application. 

5.2. THE SERVER SIDE 

The main idea behind this application is that it is based on a REST API that 

communicates with clients via JSON-based HTTP requests and responses, which makes the 

frontend implementation somewhat isolated from the server-side development. In other 

words, this same REST API can be paired with another interface with no hassles. 

In this regard, ExpressJS, a minimal web application framework based on the 

NodeJS runtime, was utilized. This framework provides a simple API to build REST APIs 

and other web services without the need to worry about low level procedures and protocols 

[9]. Also, the NodeJS runtime environment has an event-driven architecture and supports 
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asynchronous I/O operations, which helps it optimize the scalability and overall efficiency 

levels of the system [10]. 

5.3. THE DATABASE 

MongoDB was a natural choice in this context as part of the MERN (MongoDB, 

ExpressJS, React and NodeJS) stack that offers significant advantages when it comes to 

efficiency, ease of deployment and testing [11]. This NoSQL database system uses JSON-

like documents as building blocks as opposed to rows within tables in relational databases 

[12]. To ease up the data modeling and schema validation processes in our app, the 

Mongoose library is used to translate between objects in the code and their representation in 

the MongoDB database (as documents within collections) [2]. 

 

6. DESIGN 

6.1. CONTEXT DIAGRAM 

 
Figure 6.1.1: The context diagram of the system 
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6.2. SEQUENCE DIAGRAM 

 
 

Figure 6.2.1: The sequence diagram of the system 

 

 

7. IMPLEMENTATION DETAILS 

7.1. USER AUTHENTICATION: 

Upon opening the App for the very first time, the user is prompted to either login or 

signup. The signup screen requires a full name, an email address and a password while the 

login process is based only on email addresses along with their respective passwords. When 

submitting the signup form, initially, the fields values are evaluated against a set of Regex-

based validators on the client side to ensure that the provided email is conforming with the 

standard format of emails and that the password and name fields aren’t empty. If this initial 

screening succeeds, the fields values are then sent to the server for another checking process. 

Only this time, and since emails are the unique identifiers of users in this platform, the users 

collection is checked to see if there is any pre-existing user with the same email address.  If 
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that’s the case, the server returns a 400 bad request response indicating the duplicate email 

error, which in return is displayed to the user who’s then re-prompted to enter a valid email 

address. On the other hand, if all the signup form’s fields are valid and the email is not 

duplicated in the users collection (in the database), the user’s password is hashed using 

bcrypt and a document conforming with the app’s Mongoose user schema is generated and 

added to the users collection. Storing a hash of the password instead of its actual text 

representation offers a layer of security. If the database were to be compromised, the actual 

passwords won’t be compromised as decrypting the hashed string (hashed using a one-way 

hashing function) is computationally infeasible [1]. Furthermore, as we have access to that 

same hashing function, the authentication process can be done without the need for the actual 

password. 

 

Figure 7.1.1: Handling User registration on the server side 

 

The login process follows a somewhat similar pattern. When an email and password 

are submitted, and after checking the validity of the email’s format on the client side, an 

authentication request is sent to the server. Upon receiving this request, the server initially 
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checks the database for any matches based on the email. If there are no matches, the server 

sends back a 400 bad request response that prompts the user on the client side to either re-

enter a valid email address or signup using that same email address. In case of a search hit, 

the server then hashes the provided password and compares it to the password hash retrieved 

from the database. 

The application’s authentication and authorization processes are based on JSON 

Web Tokens (JWTs). These tokens provide a compact and stateless way of certifying and 

verifying users [4]. A JSON Web Token is composed of three parts separated by dots which 

are a header, a payload and a signature. The header includes information about the type of 

token along with the signature algorithm. The payload includes claims, private in our case, 

which are the key information that need to be transmitted between the parties (the client and 

the server) [4]. Finally, the signature part of a JWT is used to verify the integrity of the token. 

During the construction of this part, the header and the payload are Base64Url encoded, a 

secret key is added and then the total is signed using the algorithm specified in the header 

(HMAC SHA256 is commonly used as a signing algorithm) [4]. In the context of this app, 

whenever a signup or login process is done successfully, a JWT is generated using the user’s 

unique database ID as a payload and is subsequently sent as a response to the client side. This 

generated token must then be included with every request to the server in the headers 

component. More specifically, the Authorization header under the Bearer schema [4]. 

 

Figure 7.1.2: Generating JWTs 

 

On the server side, whenever a request is received, it is passed through an 

authentication middleware that checks the integrity of this enclosed JWT. If the request does 

not have a JWT at all, a 403 forbidden response is sent at the level of the authentication 

middleware. Also, similarly, after evaluating the token using the server’s secret key and it 

turning out to be invalid or expired, a 401 Unauthorized response is returned. Optimally, if 

the token is valid, the authentication middleware will be able to extract the payload contents 
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(in this context, the user’s unique ID), attach it to the request and forward it to the next 

middleware that will fulfill the actual request’s purpose. 

 

Figure 7.1.2: The app’s authentication middleware 

 

To achieve efficient objects mapping between the NodeJS server and MongoDB, 

Mongoose is utilized. Mongoose is an Object-Data-Modeling library for NodeJS and 

MongoDB that is used to map between objects and actual database documents [2]. This 

library is based on schemas that are used to generate models, who is return are responsible for 

communicating with the MongoDB database [3]. The use of these schemas ensures that a 

level of consistency is enforced on the application level and is maintained in the database 

collections [3]. 

7.2. OBSERVATION SUBMISSION 

When the user logs in or signs up and a JWT is returned from the server, the main 

functionalities of the app can be utilized. The most important of these functionalities is the 

ability to submit observations. An observation consists of the name of the encountered 

species (or an educated guess), a picture, a geolocation and a small description. If the user 

cannot come up with the exact name of the species, they can take a small quiz that, based on 

a set of questions, can help them identify the observed species. This quiz, however, is fairly 

simplistic and covers only the most common species that live in Morocco. For the picture, the 
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user can either open their phone camera on the spot or upload a picture from their camera 

roll. Moreover, for the geolocation, the user can either use the current device location or mark 

the encounter location on an integrated map. Finally, the description should include any 

details about the encounter. This variety of options should come in handy in giving users the 

ability to record encounters on the spot or later on, in case of the absence of an internet 

connection and/or a GPS signal. 

When all of the fields are checked for validity, an HTTP request conforming with 

the multipart/form-data encoding is constructed and sent to a protected route on the server. 

Multer, a NodeJS middleware, is utilized on the server side to handle these multipart/form-

data encoded requests. Before passing the control to the next middleware in line, Multer 

temporarily stores the pictures locally and attaches a file path to the request along with a body 

object that contains the text fields of the from [5]. Therefore, when it comes to actually 

executing the request’s purpose, it is sufficient to use the NodeJS fs (File System) module to 

read the file enclosed within the request (added by the Multer middleware), create a 

document conforming with the Mongoose observation schema, add relevant information 

from the request’s enclosed body object along with the unique ID of the user who submitted 

it and finally, save it to the observations collection. 

 

Figure 7.2.1: Handling the submission of an observation on the client side 
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7.3. VIEWING THE USER’S OWN SUBMISSIONS: 

All users have access to all the observations they have submitted. When opening the 

My Observations page, a GET request is sent to the server to get all observations having the 

same user ID as the one obtained from the JWT enclosed within that request. On the client 

side, we loop over the observations sent from the server, convert the images from a binary 

buffer to a base64 string, extract other parameters and append each observation to an array in 

the My Observations page (component) state. As this state changes, the page renders a list of 

observations, that upon clicking on one of them, open a bigger window detailing all of the 

information sent as part of every observation.  

 

Figure 7.3.1: Retrieving a user’s own observations 

 

7.4. VIEW GENERAL OBSERVATIONS:  

To ensure that such sensitive information such as the locations of endangered 

species are not compromised, this functionality is reserved to certain verified users for the 

moment. In the General Observations section of the app, users are prompted to enter the 

name of a certain species with the help of a drop-down menu with suggestions. Then, 

similarly to the My Observations page, a request is sent to the server only to retrieve 

observations that feature the concerned species. Once obtained, the geolocation coordinates 

of the observations are extracted and are plotted on a map in the form of markers who, when 

clicked on, open a window detailing the specifics of their respective observations (similar to 

the info window used in the My Observations page, only including details of the observer as 

well). This page represents the goal of this app. In other words, once a substantial number of 

observations is submitted through the platform, verified users will be able to visualize the 

various geographic perimeters where certain species live and optimally, utilize this data in 
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various conservation-oriented efforts. 

 

Figure 7.4.1: Handling the retrival of general observations 

 

All of the map visualizations used throughout the app utilize the Google Cloud 

Services’ SDK Maps for Android API. More concretely, the app utilizes the react-native-

maps module that handles the majority of the required overhead and offers a clear API to 

visualize maps as react native components. Furthermore, to be able to utilize the SDK Maps 

for Android API, a key was obtained and added to the app’s AndroidManifest.xml file as 

metadata. 

7.5. APPLICATION NAVIGATION 

 

The main routing and navigation functionalities of the app are based on the React 

Navigation library. Furthermore, this library provides various navigators that are used to 

manage and move between different screens. In this context, a Stack Navigator was used to 

manage the Login and Signup screen, a Tab Navigator was used to manage the three main 

screens of the app (New Observation, My Observations and General Observation) and a 

Drawer Navigator was used to display the main menu.  
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Figure 7.5.1: The app’s main navigation logic 

 

8. IMPLEMENTATION FEATURES 

The homepage of the app includes the standard signup and login screens: 

  

Figure 8.1: The Signup and Login pages 

 

The first page that users encounter is the Add Observation screen where they are prompted to 

enter all relevant details relating to an observation 
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Figure 8.2: The Add Observation screen 

 

Users can also view their own observations through the My Observations screen. 

 

Figure 8.3: The My Observations Screen 
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Through the General Observations screen, users can look up a certain species’ observations, 

get the full details of each encounter and interact with it via comments. 

   

Figure 8.4: The General Observations Screen 
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9. FUTURE WORK 

9.1. SHORT TERM 

Due to time constraints, I did not have the chance to implement some very useful 

functionalities and key improvements such as: 

• A more esthetically pleasing and more intuitive UI. 

• A commenting functionality for the observations where users can help each 

other identify species. 

• Support for Google Accounts and Facebook authentication. 

•  Implementation of an adequate quizzing functionality to identify the species. 

9.2. LONG TERM 

Below are some of the improvements that need considerable planning, development 

and resources: 

• Include some ML/ Computer vision algorithms in the app to help identify the 

observed species. 

• Include a direct messaging functionality. 
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10. CONCLUSION 

This project, with its ups and downs, was a very rich learning experience for me both 

on the personal and technical sides. As I had no prior concrete experience related to APIs 

development and mobile apps implementation, this was a pure learning by doing process. I 

got to experience the tedious, time-consuming yet rewarding nature of creating an app and 

molding it; fighting motivation swings at times and embracing the fact that my prior 

expectations were higher than what is realistically possible. Moreover, this experience made 

me appreciate the developers’ community even more. This project would not have possible 

without the accumulated knowledge and efforts of various programmers who shared their 

expertise and creations openly and selflessly. Finally, I believe that this project helped me 

gain valuable industry skills and made me realize the importance of planning, setting 

attainable goals and working with discipline to achieve them. 
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